
  ISSN 2277-2685 

IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1603-1615 

Mohd Ismail Ali Saffan et. al., / International Journal of Engineering & Science Research 

 

1603 
 

A NOVEL APPROACH TO IMPROVE SOFTWARE DEFECT 

PREDICTION ACCURACY USING MACHINE LEARNING 
 

Mohd Ismail Ali Saffan1, Md Sharoze E Akbar2, Syed Faisal Ahmed3, Dr Md Zainlabuddin4 

1,2,3B. E Student, Department of CSE, ISL College of Engineering, India. 
4Associate Professor, Department of CSE, ISL College of Engineering, Hyderabad, India. 

 
 
ABSTRACT: Defect prediction is a prominent field within the software engineering community. In order to 

ensure the program's success, it is crucial to minimize the disparity between software engineering and data 

mining. Software defect prediction anticipates the occurrence of source code problems prior to the testing 

process. Various techniques, including clustering, statistical approaches, mixed algorithms, neural network-

based metrics, black box testing, white box testing, and machine learning, are often used to forecast software 

problems and analyze their impact. This study introduces the novel use of feature selection to enhance the 

accuracy of machine learning classifiers in predicting faults. The aim of this project is to enhance the precision 

of defect prediction in five NASA datasets, namely CM1, JM1, KC2, KC1, and PC1. The NASA data sets are 

publicly accessible. This research employs feature selection technique in conjunction with various machine-

learning techniques, namely Random Forest, Logistic Regression, Multilayer Perceptron, Bayesian Net, Rule 

ZeroR, J48, Lazy IBK, Support Vector Machine, Neural Networks, and Decision Stump. The objective is to 

enhance defect prediction accuracy significantly when compared to the scenario where feature selection is not 

applied (WOFS). The research workbench utilizes a machine-learning program known as WEKA (Waikato 

Environment for Knowledge Analysis) to enhance and preprocess data, as well as implement the specified 

classifiers. A tiny tab statistics tool is used for evaluating statistical studies. The research findings indicate that 

the accuracy of defect prediction is enhanced while using feature selection (WFS) compared to the accuracy of 

WOFS.  

 
INTRODUCTION 

 

A fault in a software system refers to an unforeseen lack of performance in meeting a client's requirements. 

Software testers often see this atypical behavior in software. Software testers detect flaws in the software testing 

process. The term "software fault" is sometimes used to refer to deviations in the software development process 

that often lead to software failure and do not meet user expectations. [1]. A defect refers to the absence of 

perfection resulting from an error, malfunction, or failure in the process or product of software development. In 

the paradigm, 'error' is defined as human conduct that results in unsuitable consequences, while 'defect' refers to 

a judgment that leads to erroneous outcomes while attempting to address a problem.   

The technique of software defect prediction entails identifying faulty modules and fulfilling several testing 

prerequisites. Developing an effective defect prediction model in software engineering is a very challenging 

task. Such a model aims to anticipate software modules or flaws that may occur at the early stages of the 

software development life cycle. Examining the source code, doing beta testing, performing integration testing, 



  ISSN 2277-2685 

IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1603-1615 

Mohd Ismail Ali Saffan et. al., / International Journal of Engineering & Science Research 

 

1604 
 

system testing, and unit testing are all sequential stages in the conventional procedure for identifying software 

defects. Consequently, doing these tests becomes difficult when the program grows in size, complexity, and the 

amount of source code [2].   

Software defect prediction has gained popularity in recent years. The ability to forecast software errors has a 

direct influence on the overall quality of the product. Malfunctioning software modules have a substantial effect 

on the product's quality, resulting in cost overruns, a prolongation of the software's completion schedule, and 

heightened maintenance expenses [3].   

Defect detection and defect prevention are the primary approaches of software quality assurance. The objective 

of defect prevention is to promptly mitigate probable flaws. Defect prediction aims to identify and solve existing 

defects. The study conducted by Memon et al. [1] is on improving software quality by preventing defects. Our 

research intends to enhance software quality by predicting and anticipating problems. Defect prevention 

activities include tasks such as algorithm design, algorithm execution assessment, and identification of flaws in 

software planning [4]. Before the deployment of a software product, the fundamental objective of defect 

prediction is to foresee and forecast any faults, mistakes, or defects in the program in order to estimate the 

required maintenance work and ensure the quality of the final product [5]. The defect prevention strategy is used 

to enhance the quality of software [1]. Anticipating faults is an essential stage in developing high-quality 

software. Software deployment is done before defect prediction in order to enhance the overall performance of 

the system and guarantee user happiness. Timely identification of mistakes or flaws leads to efficient allocation 

of resources, resulting in decreased time and cost, as well as the production of a superior output. Consequently, 

software defect prediction models play a significant role in assisting individuals in understanding how to assess 

software and enhance its quality [6].   

The effectiveness of the software-testing phase is enhanced by the defect-prediction method, which detects 

software modules that have issues. By using effective defect prediction methodologies or models, several ways 

and approaches have yielded exceptional outcomes. It is essential to integrate a proficient fault prediction model 

with a triumphant measuring system [7]. Predicting software failures enables the deployment of high-quality 

software that satisfies users. Code review is a commonly used software-quality assurance approach for 

identifying software defects [8]. Various techniques have been used to address problems or uncertainties related 

to software failure prediction. The literature review discusses many methodologies for defect prediction, but no 

one strategy is universally applicable to all datasets. The reason for this variation is contingent upon the specific 

attributes of the dataset. Selecting the optimal approach for fault prediction might provide a challenge. Defect 

prediction is most effectively accomplished with Machine Learning [9]. Defect prediction methods (DPT) are 

used throughout the software development life cycle (SDLC) to proactively mitigate faults in software products 

[10].  

Machine learning algorithms, when applied to certain data sets, enable IT systems to efficiently identify various 

patterns. Furthermore, the results generated by machine learning rely on pre-existing knowledge of pertinent 

information [11]. Systems today possess the capacity to autonomously acquire knowledge and improve their 

performance by analyzing prior experiences. Machine learning is a field of study that involves teaching 

computers to acquire knowledge or information from data or prior experience, identify patterns within the data, 

and then make decisions or assessments with little human involvement. The area is appealing since it allows you 
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to expand on existing knowledge to get useful business rule logics and more. What distinguishes this from 

others? Nevertheless, the machine learning process is not simple. The significance of machine learning in the 

twenty-first century lies in its ability to facilitate ongoing learning from data and make predictions about the 

future. This is a robust assemblage of algorithms and models used across several sectors to optimize software 

operations and identify patterns and anomalies in data [12].   

Machine learning operates in a manner akin to an individual's learning process. Machine learning enables people 

to make judgments based on acquired information [13]. It may be defined as the process of inferring a system's 

underlying patterns or structures using little previous information. Machine learning challenges include 

classification, grouping, and regression as examples [14]. By using diverse machine learning algorithms, a range 

of machine learning techniques may enhance the quality and efficiency of software [5]. In addition, a significant 

role in minimizing re-work is played by the practice of early software problem or defect forecasting, which 

enhances software quality [9].   

Utilizing machine learning methods for software fault prediction has several benefits. It allows enterprises to 

prioritize their testing efforts, spend resources efficiently, and make well-informed choices on software quality. 

Through early identification of high-risk regions, developers may proactively resolve possible problems before 

they have a negative effect on end-users. This leads to enhanced customer satisfaction and decreased 

maintenance efforts. In this study, the authors provide a valuable contribution to the testing phase by enhancing 

the accuracy of a machine learning algorithm in order to improve its ability to forecast faults for the user.  

 

Architecture Diagram 
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Proposed System 

 

The main contribution of this research is the use of feature selection for the first time to increase the accuracy of 

machine learning classifiers in defects prediction. The objective of this study is to improve the defects prediction 

accuracy in five data sets. The machine-learning techniques used in this research are; Random Forest, Logistic 

Regression, Multi-layer Perceptron, Bayesian Net, Rule ZeroR, J48, Lazy IBK, Support Vector Machine, Neural 

Networks, and Decision Stump to achieve high defect prediction accuracy as com-pared to WOFS.  

Class  Diagram   
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Data Flow Diagram  : 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Decision tree classifiers 
 
Decision tree classifiers are used successfully in many diverse areas. Their most important feature is the 

capability of capturing descriptive decision making knowledge from the supplied data. Decision tree can be 

generated from training sets. The procedure for such generation based on the set of objects (S), each belonging 

to one of the classes C1, C2, …, Ck is as follows: 

 

Step 1. If all the objects in S belong to the same class, for example Ci, the decision tree for S consists of a  leaf 

labeled with this class 

Step 2. Otherwise, let T be some test with possible outcomes O1, O2,…, On. Each object in S has one outcome 

for T so the test partitions S into subsets S1, S2,… Sn where each object in Si has outcome Oi for T. T becomes 
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the root of the decision tree and for each outcome Oi we build a subsidiary decision tree by invoking the same 

procedure recursively on the set Si. 

Gradient boosting  

Gradient boosting is a machine learning technique used in regression and classification tasks, among others. It 

gives a prediction model in the form of an ensemble of weak prediction models, which are typically decision 

trees.[1][2] When a decision tree is the weak learner, the resulting algorithm is called gradient-boosted trees; it 

usually outperforms random forest.A gradient-boosted trees model is built in a stage-wise fashion as in 

other boosting methods, but it generalizes the other methods by allowing optimization of an 

arbitrary differentiable loss function. 

 
Flow Chart  : Remote User 
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SYSTEM TESTING 

 
 
 The purpose of testing is to discover errors. Testing is the process of trying to discover every conceivable fault 

or weakness in a work product. It provides a way to check the functionality of components, sub assemblies, 

assemblies and/or a finished product It is the process of exercising software with the intent of ensuring that the 

Software system meets its requirements and user expectations and does not fail in an unacceptable manner. 

There are various types of test. Each test type addresses a specific testing requirement. 
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OTHER TESTING METHODOLOGIES 

User Acceptance Testing 

 User Acceptance of a system is the key factor for the success of any system. The system under 

consideration is tested for user acceptance by constantly keeping in touch with the prospective system users at 

the time of developing and making changes wherever required. The system developed provides a friendly user 

interface that can easily be understood even by a person who is new to the system.  

Output Testing 

After performing the validation testing, the next step is output testing of the proposed system, since no system 

could be useful if it does not produce the required output in the specified format. Asking the users about the 

format required by them tests the outputs generated or displayed by the system under consideration.  Hence the 

output format is considered in 2 ways – one is on screen and another in printed format. 

 

TESTING STRATEGY : 

System testing strategies combine system test cases and design methodologies to build software successfully. 

The testing strategy must coordinate test planning, case design, execution, data collecting, and 

assessment.Software testing must include low-level tests to check a tiny source code segment and high-level 

tests to validate significant system functionalities versus user requirements.  

Software quality assurance relies on software testing to examine specification design and code. Testing is an 

intriguing software quirk. Thus, the proposed system undergoes many tests before user acceptability testing.  

 

RESULTS
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CONCLUSION 

 

Software engineering research includes fault prediction. Software defect prediction anticipates source code 

defects before testing. Traditional defect detection approaches include box, system, and unit testing. When a 

project extends to test software faults, classification, clustering, mixed algorithms, data mining statistical 

approaches, neural networks, and machine learning are commonly used, making these tests difficult. Research 

methods have been planned to solve software fault prediction issues. Many software defect prediction 

algorithms exist, but none work for all datasets. This makes it reliant on the dataset's core data. Software 

prediction methods might be tough to choose. Predicting software defects involves finding source code flaws. 

Source code review, beta testing, black box testing, integrated testing, white size and complexity. Detecting and 

resolving defects becomes harder. These challenges are addressed by software defect models.  

Software systems are becoming more complicated in the technology age. Therefore, defects must be found. 

Without the right software defect detection mechanism, a product may be inferior. Software quality and 

dependability are most important, and defect prediction is a vital indication of both. This research analyzes five 

NASA data sets to enhance software fault predictions:  
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