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Abstract 

Cloud computing has achieved maturity, and there is a heterogeneous group of providers and cloud-based 

services. However, significant attention remains focused on security concerns. In many cases, security and 

privacy issues are a significant barrier to user acceptance of cloud computing systems and the advantages 

these offer with respect to previous systems. Biometric technologies are becoming the key aspect of a wide 

range of secure identification and personal verification solutions, but in a cloud computing environment they 

present some problems related to the management of biometric data, due to privacy regulations and the need 

to trust cloud providers. To overcome those problems in this paper, we propose a crypto biometric system 

applied to cloud computing in which no private biometric data are exposed. 
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I INTRODUCTION 

Cloud computing is a trend in application architecture and development, as well as a new 

business model. The success of many service providers, with Amazon as a remarkable example, 

has demonstrated that the model can be applied to a wide variety of solutions, covering the 

different levels defined in the cloud paradigm (SaaS, PaaS and IaaS). We can consider that cloud 

computing is at a mature stage, although there remain some limitations and challenges. Cloud 

computing brings important benefits for organizations that outsource data, applications, and 

infrastructure, at the cost of delegating data control. The information is processed in computers 

that the users do not own, operate, or manage. In this scenario, the user does not know how the 

provider handles the information, and therefore a high level of trust is needed. The lack of control 
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over physical and logical aspects of the system imposes profound changes in security and privacy 

procedures. Currently there is even a lack of service level agreements between providers and 

users regarding security. Our research focuses on adequate security mechanisms that should 

potentially meet the legal requirements of traditional systems. In recent years, intense research 

work has been devoted to biometrics, and their applications to security have become more 

evident. The combination of cloud computing and biometric technology opens new research and 

implementation opportunities to protect user data in the cloud. However, biometric templates 

must remain secure even for cloud services providers given the privacy-sensitive nature of 

biometric data. This requisite is more important than in the case of alphanumerical passwords 

due to the impossibility of changing user information in the same way. 

Instead of storing files on a storage device or hard drive, a user can save them on cloud, making it 

possible to access the files from anywhere, as long as they have access to the web. The services 

hosted on cloud can be broadly divided into infrastructure-as-a-service (IaaS), platform-as-a-

service (PaaS), and software-as-a-service (SaaS). Based on the deployment model, cloud can 

also be classified as public, private, and hybrid cloud. 

Further, cloud can be divided into two different layers, namely, front-end and back-end. The 

layer with which users interact is called the front-end layer. This layer enables a user to access the 

data that has been stored in cloud through cloud computing software. The layer made up of 

software and hardware, i.e., the computers, servers, central servers, and databases, is the back-end 

layer. This layer is the primary component of cloud and is entirely responsible for storing 

information securely. To ensure seamless 

connectivity between devices linked via cloud computing, the central servers use a software 

called middleware Opens a new window that acts as a bridge between the database and 

applications. 

 

II LITERATURE SURVEY 

Secure crypto-biometric system for cloud computing, David González Martínez; Francisco Javier 

González Castaño; Enrique Argones Rúa;  

 

José Luis Alba Castro; Cloud computing has achieved maturity, and there is a heterogeneous group of 
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providers and cloud-based services. However, significant attention remains focused on security concerns. 

In many cases, security and privacy issues are a significant barrier to user acceptance of cloud computing 

systems and the advantages these offer with respect to previous systems. Biometric technologies are 

becoming the key aspect of a wide range of secure identification and personal verification solutions, but 

in a cloud computing environment they present some problems related to the management of biometric 

data, due to privacy regulations and the need to trust cloud providers. To overcome those problems in this 

paper, we propose a cryptobiometric system applied to cloud computing in which no private biometric 

data are exposed.. 

Cognitive and Biometric Approaches to Secure Services Management in Cloud-Based Technologies, 

Marek Ogiela; 

 Lidia Ogiela, This article describes new ideas for applying security procedures to data and 

service management in cloud and fog computing. Management in cloud computing is presented 

in connection with cognitive systems supporting management tasks and securing important data. 

The application of cognitive and biometric features allows creation of personalized procedures 

oriented at particular users or a group of protocol participants. 

III EXISTING SYSTEM 

 
The data are stored in the user infrastructure, information location and protection mechanisms are 

known in detail. In contrast, a characteristic of public cloud computing services is that the user is 

completely unaware of data location. This makes it impossible to ensure that national 

compulsory regulations are met. For example, European data protection laws may impose extra 

constraints on the handling and processing of data that are transferred to the USA, so the use of 

Amazon S3 resources to store biometric templates could infringe the law. Several techniques 

have been proposed for biometric template protection. Among them, cancelable biometrics [10] 

is one of the most promising. It satisfies a double goal: i) unrecoverability of the original 

biometric data from the stored biometric template (non- invertibility), and ii) the issue of a new 

biometric template when an existing template is compromised (renewability). 

 
Disadvantages 

 
 Less security compare to proposed system. Centralised applications might cause security 

issues. 
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 May be loss of data occurs. 
 
 

IV PROPOSED SYSTEM 

 
The purpose of the project is to develop a secure crypto-biometric system for cloud computing. 

Cloud computing has become increasingly popular, enabling users to store and access their data 

remotely. However, security concerns have also risen due to the sensitive nature of the data 

being stored and transmitted. This project aims to address these concerns by combining the 

power of cryptography and biometric authentication. The system will employ advanced 

cryptographic algorithms to ensure the confidentiality, integrity, and authenticity of the data 

stored in the cloud. These algorithms will encrypt the data before transmission and decrypt it 

upon retrieval, protecting it from unauthorized access or tampering. Additionally, the system will 

utilize biometric authentication techniques, such as fingerprint or iris scanning, to verify the 

identity of users accessing the cloud resources. By integrating cryptography and biometrics, the 

system will provide robust and multi-layered security framework. It will prevent unauthorized 

access to the cloud infrastructure and ensure that only authenticated individuals with verified 

biometric credentials can interact with the data stored in the cloud. This approach eliminates the 

risks associated with traditional password-based authentication systems, such as password 

cracking or sharing. Overall, the secure crypto-biometric system for cloud computing aims to 

enhance data security, privacy, and access control in the cloud environment. It provides a 

reliable and efficient solution for  individuals and organizations seeking to protect their sensitive 

information while leveraging the benefits of cloud computing. 

 
Advantages 

 
Advantages of the project is to develop a secure crypto-biometric system specifically designed 

for cloud computing environments. The objective is to enhance the overall security of cloud-based 

applications by combining cryptographic techniques with biometric authentication. The system 

will employ state-of-the- art encryption algorithms to protect the confidentiality and integrity of 

data stored in the cloud. Additionally, it will leverage biometric authentication methods, such as 

fingerprint or iris recognition, to ensure 
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secure access to the cloud resources. By integrating these two powerful security measures, the 

project aims to provide a robust and multi-layered defense against unauthorized access and data 

breaches. The system will be designed to seamlessly integrate with existing cloud platforms, 

allowing users to securely store and access their data without compromising usability. It will also 

incorporate mechanisms for secure key management, ensuring that cryptographic keys used for 

data encryption are properly stored and protected. The project will involve developing and 

implementing novel cryptographic protocols and biometric authentication algorithms. Extensive 

testing and evaluation will be conducted to ensure the system's effectiveness and resilience 

against various attack vectors. Furthermore, the project will consider scalability and performance 

aspects to ensure that the proposed solution can handle large-scale cloud deployments. The final 

deliverable will be a comprehensive and secure cryptobiometric system that can be readily 

integrated into cloud computing environments, providing enhanced security for sensitive data 

stored and processed in the cloud 

 
V IMPLEMENTATION 

1) Upload Fish Dataset: 

using this module we will upload dataset to application 

2) Run Interpolation, CLAHE & LAB: 

using this module we will read all images and then apply interpolation, CLAHE and LAB to 
process all images and then normalize images and then split dataset into train and test 

3) Run Decision Tree: 

processed train images will be input to decision tree to trained a model and this model will 
be applied on TEST images to calculate prediction accuracy and other metrics 

4) Run Logistic Regression: 

processed train images will be input to logistic regression to trained a model and this 
model will be applied on TEST images to calculate prediction accuracy and other metrics 

5) Run Naive Bayes: 

processed train images will be input to naïve bayes to trained a model and this model will be 
applied on TEST images to calculate prediction accuracy and other metrics 

6) Run Propose SVM Algorithm: 

processed train images will be input to SVM algorithm to trained a model and this model will 
be applied on TEST images to calculate prediction accuracy and other metrics 
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7) Comparison Graph: 

using this module we will plot accuracy and other metric graphs 

8) Predict Fish Status: 

using this module we will upload test image and then SVM algorithm will predict whether 
image contains fresh or infected fish. 

 

 

 

VI RESULTS 
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VII CONCLUSION 

 
We introduce a significant machine learning-based classification model (SVM) to identify 

infected fishes in this research work. The real-world without augmented dataset (163 infected and 
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68 fresh) and augmented dataset (785 infected and 320 fresh) are used to train our model is new and 

novel. We mainly classify fishes into two individual classes: fresh fish and another is infected fish. 

We appraise our model with various metrics and show the classified outcome with visual 

interaction from those classification results. Besides developing our classifier, we applied updated 

image process ing techniques like k-means segmentation, cubic spline interpolation, and adaptive 

histogram equalization for transforming our input image more adaptable to our classifier. We also 

compare our model results with three classification models and observe that our proposed 

classifier is the best solution in this case. This work contributes to bringing out a superior 

automated fish detection system than the existed systems based on image processing or lower 

accuracy. We not only depend on the modern image processing technique but also adjoin 

demandable supervised learning techniques. We prosperously develop the classifier that predicts 

infected fish with the best accuracy rate than other systems for our real-world novel dataset. 
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