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Abstract: Traditional attack detection approaches utilize predefined databases of known signatures about 

already-seen tools and malicious activities observed in past cyber-attacks to detect future attacks. More 

sophisticated approaches apply machine learning to detect abnormal behavior. Nevertheless, a growing number 

of successful attacks and the increasing ingenuity of attackers prove that these approaches are insufficient. This 

paper introduces an approach for digital forensics-based early detection of ongoing cyber-attacks called 

Forensisoft. The approach combines ontological reasoning with the MITRE ATT&CK framework, the Cyber 

Kill Chain model, and the digital artifacts acquired continuously from the monitored computer system. 

Forensisoft examines the collected digital artifacts by applying rule based reasoning on the Forensisoft cyber-

attack detection ontology to identify traces of adversarial techniques. The identified techniques are correlated to 

tactics, which are then mapped to corresponding phases of the Cyber Kill Chain model, resulting in the detection 

of an ongoing cyber-attack. Finally, the proposed approach is demonstrated through an email phishing attack 

scenario. 

INTRODUCTION 

Organizations must deal with cyberattacks to accomplish their objectives, not as a best 

practice. The Information Technology Laboratory (ITL) of the National Institute of Standards 

and Technology (NIST) established the Cyber Security Framework, which includes detection 

as one of five cyber security tasks. Threat detection may occur before a cyber-attack, when 

attackers do reconnaissance and weaponization. It may happen during a cyber assault (early 

detection of ongoing cyber-attack) or afterward (post-compromise detection), when hackers 

achieve their goals.   

Statistics-based, pattern-based, rule-based, state-based, and heuristic-based detection methods 

exist. Statistics-based techniques profile a monitored system and identify cyber-attacks as 

anomalous behaviors above an ordinal baseline. To identify cyberattacks, pattern-based 

techniques seek for predetermined data or behavior patterns. Rule-based techniques diagnose 

cyber attacks by running rules against a system. Rules are mainly if-then sentences that 
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simulate harmful behavior. Rule extensions and maintenance are easier than pattern 

extensions and maintenance since they do not predefine large patterns. State-based cyber-

attack detection algorithms use finite state machines. Heuristic-based techniques employ a 

model, decision-making algorithm, and conditions and rules.   

Current detection methods struggle to identify ongoing cyberattacks, hence more should be 

done. In 2020, enterprises discovered 59% of security events, and the typical stay duration of 

an adversary inside a compromised firm was 24 days, according to Mandiant's threat report. 

When third parties discover the assault instead of the organization, the dwell period might be 

significantly longer. MITRE also noted the shortcomings of present detection methods.   

MITRE created the Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) 

framework to aid rule-based detection. This framework describes how cyberattackers might 

accomplish short-term aims, termed tactics. Thus, an MITRE ATT&CK-based detection 

strategy should identify a system's strategies and tactics and use them to detect a cyber-attack 

as soon as feasible. As described in, most MITRE ATT&CK-based cyber-attack detection 

methods only identify technique operation. They just examine event logs and network traffic 

captures and do not use the plethora of digital artifacts created during system operation.   

Since digital relics may comprise both volatile (processes and RAM contents) and non-

volatile (event logs, emails) data, they can reveal more about user and system activities. Thus, 

an effective cyber-attack detection method should use digital artifacts more. To protect their 

integrity, digital forensics should be used to get them from the monitoring machine. The 

literature has noted the proactive use of digital forensics before or during cyberattacks.  

Forensisoft, a digital forensics method for early cyberattack detection, is suggested in this 

research. Forensisoft uses ontological reasoning, the MITRE ATT&CK framework, the 

Cyber Kill Chain (CKC) model, and digital artifacts from the monitored computer system 

using digital forensics. The MITRE ATT&CK architecture offers strategies for each cyber-

attack phase, while the CKC model provides the sequence. Each approach leaves digital 

artifacts in the monitored computer system. The observed computer system's digital artifacts 

are examined by Forensisoft to discover operational methods. Then it maps   

developed strategies into the CKC stages that rebuild a cyber-attack based on the CKC model 

to identify it. Identifying additional CKC model phases improves detection accuracy. The 

proposed Forensisoft implementation uses rule-based reasoning on the ontology. The 

Forensisoft ontology offers MITRE ATT&CK strategies, CKC stages, and digital forensics 
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properties in a machine-readable format. The suggested rule-based reasoning approach 

expresses Forensisoft detection logic declaratively and outputs CKC phases of ongoing 

cyberattacks. An email phishing assault illustrates the approach's usefulness.  

 

PROPOSED SYSTEM : 
Digital forensics technique Forensisoft detects cyberattacks early. Digital forensics, 

ontological reasoning, the MITRE ATT&CK framework, the Cyber Kill Chain (CKC) 

concept, and monitored computer system artifacts are used by Forensisoft. The MITRE 

ATT&CK architecture provides cyber-attack phase methods, whereas the CKC model 

provides sequence. Each method leaves digital artifacts in the monitoring machine.  

Digital artifacts from the observed computer system are evaluated by Forensisoft to 

determine operating procedures. This is done by mapping the observed approaches into CKC 

stages and utilizing the CKC model to identify the cyberattack. Finding more CKC model 

phases increases detection. The suggested Forensisoft implementation leverages ontology-

based rule-based reasoning. Forensisoft ontology turns MITRE ATT&CK tactics, CKC 

phases, and digital forensics features into machine-readable form. The rule-based reasoning 

technique declares Forensisoft detection logic and produces CKC stages of cyberattacks. A 

successful email phishing attack shows its value.   

This research introduces cyberattack detection technology Forensisoft. Forensisoft's multi-

step method utilizes CKC and MITRE ATT&CK. The multi-step technique reconstructs and 

identifies cyberattacks using monitored system digital artifacts.  

 

LITERATURE SURVEY 

Conventional methods for detecting attacks rely on pre-established databases containing 

known signatures of tools and harmful behaviors that have been discovered in previous 

cyber-attacks. These databases are used to identify and detect future assaults. Advanced 

techniques use machine learning algorithms to identify anomalous activity. However, the 

rising number of successful assaults and the growing cleverness of attackers demonstrate that 

current methods are inadequate. This study presents a method called Forensisoft that uses 

digital forensics to identify cyber-attacks in their early stages. This technique integrates 

ontological reasoning with the MITRE ATT&CK framework, the Cyber Kill Chain concept, 

and the ongoing collection of digital artifacts from the monitored computer 

system.Forensisoft analyzes the gathered digital evidence by using rule-based logic on the 
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Forensisoft cyber-attack detection ontology to detect signs of adversarial methods. The 

detected approaches are associated with strategies, which are then linked to the respective 

stages of the Cyber Kill Chain model, ultimately leading to the identification of an ongoing 

cyber-attack. Ultimately, the suggested method is shown by means of an email phishing 

attack scenario.  
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User training is necessary whenever a new system is built in order to educate users on how the system works, 

enabling them to effectively use it for its intended purpose. The project's functionality was shown to potential 

consumers for this specific objective. The functionality of the system is readily comprehensible, and its use is 

particularly straightforward given that the intended users possess a proficient understanding of computers.  

 

This encompasses a broad spectrum of operations, including as rectifying code and design flaws. In order to 

minimize the need for future maintenance, we have refined the user's needs with greater precision throughout 

the system development process. This system has been created to meet the criteria to the greatest degree 

feasible. Advancements in technology may provide the incorporation of several more features in the future, 

depending on the specific needs and demands. The code and designing are straightforward and comprehensible, 

facilitating maintenance.  

CONCLUSION 

 

This article introduces Fronesis, a cyber-attack detection technique that utilizes the MITRE ATT&CK 

knowledge base, Lockheed Martin's Cyber Kill Chain (CKC) intelligence model, and digital artifacts obtained 

from the monitored system. Digital artifacts are obtained using appropriate sensors in accordance with digital 

forensics protocols to guarantee the preservation of the integrity of the digital artifacts. Fronesis analyzes digital 

artifacts to identify MITRE ATT&CK methods by examining the distinctive patterns left behind by each 

technique's specific operations. The established methodologies are then linked with respective MITREATT&CK 

strategies, which are aligned with matching CKC stages. A continuous cyber-attack is identified by examining 

the artifacts of its stages and determining whether they are interconnected and arranged in the proper temporal 

sequence. Fronesis was implemented via the use of an ontology and rules, which were described using the Web 

Ontology Language (OWL) and the Semantic Web Rule Language (SWRL). This allowed Fronesis to function 

as a detection strategy based on rules. The ontology enables the representation of digital objects in a manner that 

can be easily exchanged and processed by computers. Meanwhile, the rules analyze the information about these 

artifacts to identify any ongoing cyber-attacks. MITRE ATT&CK, CKC, OWL, SWRL, and related rule-based 

reasoners are open source standards and technologies that facilitate widespread use of Fronesis.  

 

The suggested detection technique may be implemented as an independent rule-based detection tool that 

analyzes the digital traces of the system it is deployed on to identify ongoing cyber-attacks. Furthermore, 

Fronesis has the capability to be included into digital forensics tools, therefore providing assistance in the 

examination of cyber-attacks. In this scenario, Fronesis will analyze the digital artifacts of a system to detect the 

occurrence of a cyber-attack, its evidence, as well as the specific MITRE ATT&CK methodologies, MITRE 

ATT&CK tactics, and CKC phases used. Our future study will focus on enhancing the computing efficiency of 

Fronesis in order to decrease the time required to identify a cyber-attack in progress. One may explore the use of 

big data technologies, such as Hadoop large data clusters, for optimization purposes.  
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FUTURE ENHANCEMENTS 

 

We are also directing our future efforts on evaluating Fronesis in terms of its effectiveness against cyber-attacks 

generated by MITRE Caldera [40]. Ultimately, it is important to examine the use of machine learning (ML) 

methods. For example, the Fronesis ontology may be used to establish similarity metrics for machine learning 

models, which can then be employed to find similarities across digital objects. The use of ML algorithms will be 

explored to automatically generate rules that may be employed in ontology-based reasoning to expand Fronesis.  

Latest technological breakthroughs will be considered in due course. In order to facilitate future projects, many 

components of the networking system will be designed in a generic manner throughout the technological build-

up, allowing them to be easily used or integrated with other systems. The future promises many opportunities 

for the development and enhancement of this undertaking.  
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