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Abstract: In the research of online social networks, detection of anonymous user behavior, detection of
offensive data, etc. are traditional and important research works. This project is focused on the detection of
offensive data, and bully statements in shared data of the social networks. For this system, using Machine
Learning algorithms with Text Mining concepts predicted the offensive data to get more accurate results. This
project proposed a system of “Cyber Bullying Detection (CBD) in Social Networking” for predicting bully data.
The user must be blocked if the user uses offensive words for a threshold number of times, the model should be
able to detect the words containing * marks. The model is to be built & comprise between ML (Support Vector
Machine (SVM), Random Forest (RF), Naive Bayes (NB), and Neural Network (NN)) and DL (ANN), CNN)
This project is used two datasets, namely, ‘Hate Speech and Offensive Language Dataset’ and ‘Harassment-
Corpus Dataset’. Algorithms and calculated performance results for comparing the performance for both
datasets. To demonstrate this system designed and developed a Python-based Django web application and
showed the results.

1. INTRODUCTION
Many internet chat programs, such as WhatsApp, Messenger, and other social networking
apps, include communication facilities for exchanging text messages, sharing media material,
and sharing online data. Currently, several social networking sites have been established and
are offering a wide range of services such as communication, multimedia services, and e-
commerce on a large scale. Twitter, a popular social media platform, offers extensive micro-
blogging capabilities. With over 700 million users, it generates a staggering 400 million
micro-blogs daily. Research surveys indicate that a significant proportion, over 30%, of
social media accounts across platforms such as Twitter, Facebook, and Sina are comprised of
dummy, duplicate, or false profiles. [1]. However, the existing social media platforms do not
prioritize services that include monitoring the anonymous activity of users. In the present
system, social network sites must prioritize user microblogs and gather information about
user activity, including whether they are anonymous or not. Some studies provide strategies
for tracing attackers, such as using profile matching tools and network-based approaches.

However, implementing such notions in real-time on a social network is not very feasible.
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Extracting user information from microblogs is also not very feasible. Unidentified Users
have the ability to effortlessly alter the public profile information. On social networks, users
may exchange their communications via chat programs. Each social networking site has its
own chat application, with Facebook being a prominent example. Another method involves
the exchange of multimedia material, such as photographs or movies. These are the greatest
examples for Facebook and Instagram. Chat programs are very beneficial for facilitating
communication between users, allowing them to easily exchange information, opinions,
views, and more. However, it may also lead to a security vulnerability in the user's safety,
namely in the form of cyberbullying. Text-based material may pose a security hazard to users
since individuals may utilize phony accounts to send cyberbullying messages. The references
are [2] and [3]. Given these drawbacks, the identification of malevolent users is a prominent

subject of research in the field of social media.

Existing System

Currently, numerous social networking sites include communications, multi-media, e-
commerce, and more. Twitter, with 700 million users and 400 million microblogs every day,
provides huge micro-blogging services. More than 30% of social media accounts like Twitter,
Facebook, and Sina are false, according to study. However, modern social platforms do not
monitor anonymous user activity. Current social media platforms must concentrate on user
microblogs and collect user activity, whether anonymous or not. Few surveys include attacker
tracking notions like profile matching and network-based approaches. Applying similar

notions in real time to social networks is less practicable.

Proposed System
The suggested approach ‘Cyber Bullying Detection (CBD) in Social Networking’ uses a

classification model to detect bullies and offensive utterances. Based on this need, the
suggested architecture uses categorization analysis and user-side prediction. Figure 1 shows
this architecture based on project requirements. This section describes architecture and
project major module process. The CBD system uses Machine Learning algorithms to detect
bullies and inappropriate utterances. Implement classification analysis to meet this need.
Classification analysis involves developing and evaluating Deep Learning systems to
compare performance. Based on these criteria, the suggested architecture has two flows:
admin-handled categorization analysis and user-side prediction. The architecture (Figure 1)

shows these two movements in two colors.
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2. RELATED WORK

Currently, numerous social networking sites include communications, multi-media, e-
commerce, and more. Twitter, with 700 million users and 400 million microblogs every day,
provides huge micro-blogging services. Research shows that over 30% of social media
accounts like Twitter, Facebook, and Sina are false [1]. However, modern social platforms do
not monitor anonymous user activity. Current social media platforms must concentrate on
user microblogs and collect user activity, whether anonymous or not.

Few surveys include attacker tracking notions like profile matching and network-based
approaches. Applying similar notions in real time to social networks is less practicable. Also
impractical is crawling user micro blogs for information. Anonymous Users may quickly edit
public profiles.

Currently, numerous social networking sites include communications, multi-media, e-
commerce, and more. Many anonymous user accounts are created quickly. Our goal should
be monitoring anonymous users. Our suggested web-based program finds anonymous people
based on user behavior. We compute user behavior based on chat sentences used with others.
We categorize anonymous users using Machine Learning methods. We utilize Naive Bayes

method to classify people.
Problem Statement

Currently, numerous social networking sites include communications, multi-media, e-
commerce, and more. Twitter, with 700 million users and 400 million micro-blogs every day,
provides huge micro-blogging services. Research shows that over 30% of social media
accounts like Twitter, Facebook, and Sina are false [1]. However, modern social platforms do
not monitor anonymous user activity. Current social media platforms must concentrate on
user microblogs and collect user activity, whether anonymous or not. Few surveys include
attacker tracking notions like profile matching and network-based approaches. Applying
similar notions in real time to social networks is less practicable. Also impractical is crawling

user micro blogs for information. Anonymous Users may quickly edit public profiles.

SYSTEM ANALYSIS
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Fig:-1 Project SDLC

Requisites Accumulating and Analysis

This is the most important stage of any project because it's an academic leave for gathering
requirements. We followed IEEE journals and gathered a large number of IEEE relegated
papers before culling a paper titled "Individual web revisitation by setting and substance
importance input." For the analysis stage, we gathered references from the paper and
conducted a literature review of a few papers. In this stage, we gathered all the project

requirements.

System Design

System design is divided into three categories: class diagrams, which provide information
about various project classes and methods that must be used, GUI design, UML design,
which facilitates the development of projects in an easy-to-understand manner with various
actors and their utilizer cases through utilizer case diagrams, and flow of the project using
sequence. The third and last step in the system design project is data base design, where we

try to create a database based on the quantity of modules in our project.
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IMPLEMENTATION
Architecture
In this architecture I describe the flow of the process of the project. This architecture will describe the online
social user process of the chat procedure and detection of anonymous users, in this flow there is a manual

procedure and another one is system procedure in the detection process. Let’s describe the architecture

components.
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Fig:-1 CBD Architecture
The suggested approach ‘Cyber Bullying Detection (CBD) in Social Networking’ uses a

classification model to detect bullies and offensive utterances. Based on this need, the
suggested architecture uses categorization analysis and user-side prediction. Figure 1 shows
this architecture based on project requirements. This section describes architecture and
project major module process. The CBD system uses Machine Learning algorithms to detect
bullies and inappropriate utterances. Implement classification analysis to meet this need.

Classification analysis involves training and evaluating Machine Learning algorithms to
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compare performance. Based on these criteria, the suggested architecture has two flows:
admin-handled categorization analysis and user-side prediction. The architecture (Figure 1)

shows these two movements in two colors.
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Manual testing on project application

TEST CASES

Test Case ID  #1

Test Case Description - Validations in Registration Form

S# Prerequisites S# Test Data Requirement
1 User should be Registered | 1 Data should be valid
Test Condition
Entering data in registration form
Step # Step Details Expected Actual Results Pass/Fail/Not
Results Executed/Suspended
1 User gives First Pop showing Enter valid Fail
and Last Name email email/password
verification
message
2 Submitting the Pop showing Enter email /password | Fail
form without email
entering any verification
details message
3 User enters invalid | Pop showing Enter valid email id Fail
format of email id | email
verification
message
4 User enters a Pop showing Enter valid phone Fail
phone number email number
with < 10 digits verification
message
5 Entering valid Pop showing Pop showing email Pass
username and email verification message
password verification
message
Table 1 Registration test case

Test Case ID #2

Test Case Description - Validations in Login Form

S#

Prerequisites

S#

Test Data Requirement

1

id

User should have an email | 1

Data should be valid

Test Condition

Entering data in login form

Step # Step Details Expected Actual Results Pass/Fail/Not
Results Executed/Suspended
1 User gives aemail | User logged in Enter valid Fail
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or password of <6 email/password
characters
2 Submitting the User logged in Enter email /password | Fail

form without

entering any

details

3 User enters wrong | User logged in Enter correct email Fail
Email and (or) /password
password

Table 2 Login test case
Results screen

User’s Account Creation
[ o —— ]

User Registration

Pro

Choose File | No file chosen

or user verification

User Login

Figure 2 User Login Page
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Figure 3 User Homepage
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Figure 4: Search Friends option

396



ISSN 2277-2685
IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/388-403

Dr. Syed Asadullah Hussaini et. al., /International Journal of Engineering & Science Research

Confirm Details

bob@gmail.com

male

Send Friend Request

Figure 5: Send Friend request
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Figure 6: View Friend request
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Figure 7: Decision on friend request
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Figure 8: Decision on friend request
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Figure 9: Post Share
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Figure 10: View Own Wall
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Figure 11: View Wall
CONCLUSION

Currently, several social networking sites have been established and are offering a wide range
of services such as communication, multimedia services, and e-commerce on a large scale. A
large number of anonymous user accounts are being created at a quick pace. We must
prioritize the surveillance of anonymous users. Our research involves analyzing user behavior
based on their chat interactions with others. By using the benefits of Deep Learning

algorithms, we are able to categorize anonymous users.
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