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ABSTRACT

Medical image encryption is critical to
safeguarding patient privacy and maintaining the
confidentiality of sensitive medical records.
Leveraging advancements in artificial intelligence,
we propose an innovative medical image
encryption and decryption system that integrates
deep learning-based encryption with QR code
technology. This system enables users to upload a
medical image, which is encrypted into a QR code
format and paired with a uniquely generated key.
Both the QR code and key are securely stored for
subsequent retrieval decryption, users can upload
the QR code and the corresponding key to
reconstruct the original image with high fidelity.
The encryption process employs advanced neural
network-based  feature encoding, ensuring
robustness against attacks such as noise, cropping,
and brute force. Additionally, the system
incorporates a reversible neural network to
optimize decryption accuracy and reconstruction
quality. Experimental results highlight the
system's efficiency in preserving image integrity,
resisting various attacks, and maintaining end-to-
end security in medical image encryption. This
approach not only strengthens the privacy and
security of medical data but also provides a user-
friendly framework for securely transmitting and

storing sensitive medical images.

1-INTRODUCTION

The Internet of Medical Things (IoMT) has
revolutionized healthcare by enabling the efficient
distribution of medical images among patients and
doctors. However, this increased accessibility also
raises  significant concerns regarding the
confidentiality and integrity of sensitive medical
data during storage and transmission. To address
these challenges, we propose an innovative medical
image encryption system that combines the
advantages of deep learning with modern encryption
techniques for enhanced security and usability. This
system allows users to upload medical images,
which are encrypted into a QR code format along
with a unique key number. The generated QR code
and key are securely stored in a designated folder for
future use. During decryption, users can upload the
stored QR code and key, enabling the system to
reconstruct the original image with high accuracy.
Our encryption process leverages the power of deep
learning-based neural networks, which are
inherently non-linear and well-suited for handling
image encryption tasks. A feature encoding
mechanism ensures robustness against attacks such
as cropping, noise, and brute force. Furthermore, we
utilize QR codes for compact and secure
transmission, adding an additional layer of
encryption and simplifying the sharing of encrypted
images. Unlike traditional cryptosystems, which
struggle with the unique characteristics of image
data (e.g., redundancy and spatial correlation), our
system employs a deep neural network-based end-

to-end encryption approach. The network directly
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learns the encryption process, enhancing security
and eliminating the need for manual algorithm
design. Advanced cryptographic features, such as
chaotic mapping and loss functions optimized for
encryption tasks, ensure resilience against known
plaintext attacks, statistical attacks, and other
security threats.This approach not only ensures the
protection of sensitive medical data but also
provides a user-friendly mechanism for secure
image storage and retrieval, leveraging the
advantages of IoMT while addressing its privacy
concerns effectively. combination of speed,
complexity, high security, reasonable computational
overhead, and computational power consumption.
Many chaotic systems, including high and one-
dimensional systems, have been proposed for image
encryption. High-dimensional chaotic systems, such
as the Rossler system and the Lorenz chaotic system,

are commonly employed in image encryption.

2-LITERATURE SURVEY
A Medical Image Encryption Technique Using XOR
with Josephus Traversing and Cat, Yang et al, 2023,
This paper focuses on improving medical image
encryption using chaotic systems, specifically the
Lorenz system. It integrates XOR operations with
Josephus traversal and Cat mapping to enhance
security. The combination of SHA-512 hashing
strengthens the cryptographic process, making the
system resilient to potential attacks. The Lorenz
chaotic system's unpredictable behavior is leveraged
to increase the complexity of encryption, ensuring
that unauthorized access is difficult. This paper
proposes a medical image encryption technique
using XOR operations combined with chaotic
systems (Lorenz system) and SHA-512 hashing. It
improves security by introducing Josephus traversal
and Cat mapping, making the encryption more

complex and resistant to attacks.

ISSN 2277-2685

JESR/April-May 2025/ Vol-15/1Issue-2s/1107-118

Bijjala Shiva Shankar et. al., /International Journal of Engineering & Science Research

A New 6-D Hyperchaotic System with Bit-Level
Permutation and DNA Encoding for Medical Image
Encryption., Wang and Wang., 2022, This study
introduces a 6-dimensional hyperchaotic system,
offering enhanced security for medical image
encryption. It uses bit-level permutation and DNA
encoding to transform the image into a highly secure
format. By applying these techniques, the method
increases the unpredictability of the encryption, thus
preventing potential attacks like brute force. This
approach aims to balance security with
computational efficiency. The authors introduce a 6-
dimensional hyperchaotic system for medical image
encryption. They apply bit-level permutation and
DNA encoding to enhance the security of the
encryption process. This approach aims to balance
computational efficiency with high-level security.
Key Generation Network Using GAN for Medical
Image Encryption, Ding et al, 2022, explores the use
of Generative Adversarial Networks (GANs) for key
generation in medical image encryption. The GAN
model generates a private key, which is then used in
conjunction with XOR operations to encrypt the
medical images. The model utilizes the adversarial
nature of GANs to produce highly unpredictable
keys, which add an additional layer of security to the
image encryption process. This method aims to
enhance encryption by generating dynamic,
difficult-to-guess keys. This study explores the use
of GANs for key generation in image encryption.
The GAN model generates unpredictable keys that
are combined with XOR operations to encrypt
medical images, enhancing security and making
decryption more difficult for unauthorized users.
Random Sequence Generation Using Stack
Autoencoder for Image Encryption, Maniyath and
Thanikaiselvan, 2021

the authors use stack autoencoders to generate

random sequences that improve the mixing process
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of image encryption. By leveraging the
autoencoder’s ability to learn complex patterns, the
method generates more secure random sequences for
image encryption. This approach helps enhance the
diffusion process in the encryption algorithm,
making it more resistant to cryptographic attacks.
The random sequences ensure that even minor
changes in the image or key result in significantly
different encrypted outputs. This paper uses stack
autoencoders to generate random sequences for
encrypting images. The random sequences improve
the mixing and diffusion processes, making the
encryption more secure and resistant to
cryptographic attacks.

Color Image Encryption System Using LSTM for
Training Chaotic Signals, Zhou et al, 2022, Zhou et
al. propose using Long Short-Term Memory
(LSTM) networks to train chaotic signals for
medical image encryption. LSTM networks, a type
of recurrent neural network, are used to predict and
generate chaotic sequences that drive the encryption
process. This method enhances the security of the
encryption by leveraging the complex temporal
dependencies within the LSTM model, allowing it to
create dynamic encryption keys that are difficult to
reverse-engineer. The method aims to improve the
overall performance of medical image encryption
systems, particularly for color images The authors
use LSTM networks to generate chaotic signals for
encrypting color images. LSTM networks enhance
the encryption process by creating dynamic,
unpredictable keys, thus improving the security of

medical image encryption systems.

3-REQUIREMENTS ENGINEERING
We can see from the results that on each database,
the error rates are very low due to the discriminatory
power of features and the regression capabilities of

classifiers. Comparing the highest accuracies
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(corresponding to the lowest error rates) to those of

previous works, our results are very competitive.

HARDWARE REQUIREMENTS

The hardware requirements may serve as the basis
for a contract for the implementation of the system
and should therefore be a complete and consistent
specification of the whole system. They are used by
software engineers as the starting point for the
system design. It should what the system do and not

how it should be implemented.

e PROCESSOR : DUAL CORE 2 DUOS.
e RAM :4GB DD RAM
e HARD DISK 250 GB

SOFTWARE REQUIREMENTS

The software requirements document is the
specification of the system. It should include both a
definition and a specification of requirements. It is a
set of what the system should do rather than how it
should do it. The software requirements provide a
basis for creating the software requirements
specification. It is useful in estimating cost,
planning team activities, performing tasks and
tracking the teams and tracking the team’s progress

throughout the development activity.

e Operating System: Windows 7/8/10
¢ Platform : Spyder3

e Programming Language : Python
e Front End : Spyder3

FUNCTIONAL REQUIREMENTS

A functional requirement defines a function of a
software-system or its component. A function is
described as a set of inputs, the behavior, Firstly, the
system is the first that achieves the standard notion
of semantic security for data confidentiality in
attribute-based deduplication systems by resorting

to the hybrid cloud architecture.
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NON-FUNCTIONAL REQUIREMENTS

The major non-functional Requirements of the
system are as follows

Usability

The system is designed with completely automated
process hence there is no or less user intervention.
Reliability

The system is more reliable because of the qualities
that are inherited from the chosen platform python.
The code built by using python is more reliable.
Performance

This system is developing in the high level
languages and using the advanced back-end

DEPLOYMENT DIAGRAM

user upload
—| medical

upload

Deployment Diagram is a type of diagram that
specifies the physical hardware on which the

software system will execute. It also determines how
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technologies it will give response to the end user on

client system with in very less time.

4-DESIGN ENGINEERING
Design Engineering deals with the various UML
[Unified Modelling language] diagrams for the
implementation of project. Design is a meaningful
engineering representation of a thing that is to be
built. Software design is a process through which the
requirements are translated into representation of the
software. Design is the place where quality is

rendered in software engineering.

encrypt
—, image

decrypted
—| image

the software is deployed on the underlying
hardware. It maps software pieces of a system to the

device that are going to execute it.
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SYSTEM ARCHITECTURE
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Fig 4.11: System Architecture

5-SNAPSHOTS
This project is implements like application using python and the Server process is maintained using the SOCKET

& SERVERSOCKET and the Design part is played by Cascading Style Sheet.
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6- TESTING

Software Testing

The purpose of testing is to discover errors. Testing
is the process of trying to discover every conceivable
fault or weakness in a work product. It provides a
way to check the functionality of components, sub-

assemblies, assemblies and/or a finished product It

IMAGE ENCRYPTION & DECRYPTION

T R A T e e e S e e e
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of ensuring that the Software system meets its
requirements and user expectations and does not fail
in an unacceptable manner. There are various types
of test. Each test type addresses a specific testing
requirement.
Unit testing

Unit testing involves the design of test cases that

Homs About Encrypt an Imags Dacrypt an image

Decrypt an Image

Upload OR Coda:

-l

validate that the internal program logic is
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functioning properly, and that program input
produce valid outputs. All decision branches and
internal code flow should be validated. It is the
testing of individual software units of the application
.it is done after the completion of an individual unit
before integration. This is a structural testing, that
relies on knowledge of its construction and is
invasive. Unit tests perform basic tests at component
level and test a specific business process,
application, and/or system configuration. Unit tests
ensure that each unique path of a business process
performs  accurately to the documented
specifications and contains clearly defined inputs
and expected results.

Functional test

Functional tests provide systematic demonstrations
that functions tested are available as specified by the
business and technical requirements, system
documentation, and user manuals.

Functional testing is centered on the following
items:
Valid Input : identified classes of valid input
must be accepted.
Invalid Input : identified classes of invalid input
must be rejected.

Functions : identified functions must be exercised.
Output :identified classes of application outputs
must be exercised.

Systems/Procedures:  interfacing systems or
procedures must be invoked.

System Test

System testing ensures that the entire integrated
software system meets requirements. It tests a
configuration to ensure known and predictable
results. An example of system testing is the
configuration-oriented system integration test.
System testing is based on process descriptions and
flows, emphasizing pre-driven process links and

integration points.
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7-FUTURE ENHANCEMENT
In the future, several enhancements can be made to
improve the medical image encryption system. First,
integrating advanced encryption algorithms, such as
homomorphic encryption, can further secure the
data against emerging threats. The system can be
expanded to handle color medical images, such as
MRI or CT scans, by implementing adaptive
encryption techniques. Additionally, cloud storage
integration would allow encrypted images to be
securely stored and shared remotely, enhancing
flexibility for telemedicine. Al-driven image
enhancement can be introduced to improve
decrypted image quality for better diagnosis.
Implementing a more  sophisticated key
management system with multi-factor
authentication would increase security. Image
compression techniques can be used to reduce file
sizes without compromising security, allowing
faster transmission. Real-time encryption and
decryption can also be introduced to support live
medical image processing. Incorporating blockchain
for data integrity would ensure that the medical
images remain tamper-proof. To improve
accessibility, the system can be made compatible

with multiple platforms like mobile and web.

8-CONCLUSION
In conclusion, the proposed system leveraging deep
learning-based encryption, utilizing the pyqrcode
and secure_key libraries, presents a secure and
efficient solution for medical image protection. By
combining feature encoding and decoding with
encryption and decryption techniques, this system
ensures that sensitive medical data is securely
encrypted and can only be decrypted by authorized
individuals. The integration of chaotic system-

generated keys further enhances security, while the
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use of QR codes for key storage simplifies the
process of key management. This approach
demonstrates resilience against various security
threats, including unauthorized access and data
tampering, ensuring privacy and integrity of medical
images during storage and transmission. The user-
friendly workflow of image upload, encryption, QR
code generation, and decryption makes it a practical
solution for healthcare professionals. Overall, the
system offers a promising framework for
safeguarding medical images, paving the way for

more secure healthcare data handling in the future.
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