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Abstract— Secure communication systems use cipher-based Message Authentication Codes like Advanced Encryption 

Standard AES-CMAC to protect data, communications, and user authentication. Due to frequent toggling during key 

generation and simultaneous processing, classic AES-CMAC systems consume a lot of power and hardware. This 

research presents a power- and area-efficient AES-CMAC design to address these concerns. This design uses an 

optimized LP-LFSR for pseudo-random key generation. The design's capacity to process four 128-bit blocks in 
parallel makes 512-bit data stream encryption and authentication efficient. The LP-LFSR refreshes the key register 

at predefined clock intervals to reduce dynamic power consumption and switching activity while retaining 

functionality. The FPGA-based Verilog implementation combines AES encryption, CMAC authentication, decryption, 

and verification. While retaining frequency and low latency, experimental results show 5.64% and 10.75% lower 

power consumption and LUT utilization than traditional systems. Due to its balanced security, space, performance, 

and power efficiency, the suggested architecture is appropriate for low-power VLSI applications, embedded systems, 

and the IoT. 
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I. INTRODUCTION  

 The fast development of digital 

communication systems, IoT devices, cloud 

computing, and embedded platforms has boosted 
demand for energy-efficient and safe cryptographic 

solutions. AES is one of the most used encryption 

systems due to its hardware implementation, fast 

throughput, and strong security [1], [2]. Traditional 

AES systems, which offer secrecy, lack message 

authentication and integrity verification. AES and the 

Cipher-based Message Authentication Code (CMAC) 

allow secure communication and authenticated 

encryption to overcome these constraints [3], [4]. 

AES-CMAC on FPGAs can perform high-speed 

parallel processing, however the continual switching 
and repetitive key generation procedures increase 

device complexity and dynamic power consumption 

[5], [6]. 

 This work offers a Low-Power Linear 
Feedback Shift Register-based AES-CMAC 

architecture for secure FPGA applications to address 

these issues. The suggested architecture processes four 

128-bit message segments simultaneously, providing 

512-bit data stream encryption and authentication. By 

refreshing the pseudo-random key register at 

predefined clock intervals, the LP-LFSR maintains 

cryptographic capabilities while reducing dynamic 

power consumption and switching transitions. All 

architecture is implemented in Verilog HDL and 

synthesised with Xilinx Vivado. LP-LFSR-based 

AES-CMACs have lower anticipated power 

consumption and LUT utilisation than traditional 

systems, according to experiments. This design also 
maintains a constant operating frequency and low 

propagation delay. Consequently, the proposed design 

provides a viable compromise between security, 

speed, hardware complexity, and power efficiency for 

cryptographic applications that are based on FPGAs 

and VLSIs that are lightweight. 

II. LITERATURE REVIEW 

 The primary focus of recent research on 

FPGA-based cryptographic designs has been to 
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enhance the performance, security, and power 

efficiency of AES implementations. The Rijndael 

algorithm, which was subsequently standardised as the 

Advanced Encryption Standard (AES), was devised by 
Daemen and Rijmen due to its effective hardware 

implementation and robust security [1]. Hodjat and 

Verbauwhede proposed a fully pipelined AES 

processor on FPGA to achieve high throughput, 

although it increased hardware complexity and power 

consumption due to extensive parallelism [2]. 

McLoone and McCanny further improved AES 

performance using optimized pipelined FPGA 

architectures for high-speed encryption [3]. 

Subsequent works have explored low-area and high-

speed AES implementations; however, most of these 
designs focus primarily on encryption performance 

without providing integrated authentication and 

integrity verification.  

 AES-CMAC was standardised as a message 
authentication method utilising block cyphers in order 

to address safe authentication [5], [6]. Recent research 

has studied LFSR-based pseudo-random key 

generation methods to improve cryptographic system 

security and hardware delay. LFSR-based key 

generation was employed in RECO-LFSR's 

reconfigurable low-power cryptographic processor for 

IoT [7]. Area-efficient LFSR designs minimise 

hardware complexity and switching activity, 

according to Salehi [8]. However, constant register 

updating increases dynamic power consumption, 
hindering standard LFSR-based techniques. These 

restrictions inspired this work's Low-Power LFSR 

(LP-LFSR)-based AES-CMAC architecture. By 

refreshing the key register at specified clock intervals, 

this design lowers switching activity and allows 

efficient and safe concurrent authentication of 512-bit 

data streams. 

III. AES-CMAC using LP-LFSR 

 The proposed work presents a secure and 

low-power FPGA-based cryptographic architecture 

that uses AES-CMAC in conjunction with a Low-

Power Linear Feedback Shift Register (LP-LFSR). 

Verilog HDL is utilised to implement the whole 

system, while Xilinx Vivado is used for synthesis. The 

architecture has three key components: AES 

encryption, AES-CMAC authentication, and AES-

CMAC with LP-LFSR. The proposed approach 

enables authenticated encryption of a 512-bit data 

stream by processing four distinct 128-bit message 
blocks at the same time. While CMAC employs 

chained AES operations to provide message 

authentication and integrity verification, AES is 

employed for secure encryption [1-3]. 

 At the outset, the initial plaintext block m1 is 

encrypted with AES and a 128-bit key K: 

 

 Before encryption, the second and third 

message blocks are XORed with the ciphertexts of the 

preceding message blocks. 

 
 

 
 

 
 

 
 

 In the final step, the final message block is 

combined with the generated subkey and the previous 

ciphertext before final encryption: 

 

 
 

 
  
 The authenticated CMAC output is 

represented by the final ciphertext cn. The LP-LFSR 

dynamically generates a 128-bit pseudo-random 

encryption key that is supplied to all AES encryption 

stages. The key that is generated is denoted as K is LP-

LFSR (seed).The suggested LP-LFSR reduces 

needless switching transitions by updating only at 

predetermined clock intervals, in contrast to traditional 

LFSRs that update every clock cycle. The suggested 

LP-LFSR employs the following feedback operation:  

 

 
 

Fig 1. Low power LFSR 
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 A counter mechanism is used to regulate the 

register updating process. Only when the count is 8 

does the LP-LFSR update; otherwise, the prior register 

state is maintained, thereby reducing switching 

activity and dynamic power consumption. 

 While retaining secure authenticated 

encryption capabilities, the suggested LP-LFSR-based 
AES-CMAC design dramatically lowers switching 

activity and predicted power consumption. Results 

from experimental synthesis show that the design 

delivers lower power consumption and lower LUT 

utilization when compared to traditional AES-CMAC 
systems. For FPGA-based secure communication 

systems, Internet of Things devices, embedded 

cryptographic processors, and low-power VLSI 

security applications, the suggested architecture offers 

an effective trade-off among security, hardware 

complexity, operational speed, and power efficiency.

 

Fig2. AES CMAC using LP-LFSR 

IV. RESULTS  

RTL Schematic: The hardware blueprint used to 
compare the actual design to the intended architecture 

is represented by the Register Transfer Level (RTL) 

diagram. It displays internal block interconnections for 

data flow analysis and is produced using 

Verilog/VHDL. Fig 3 displays the RTL schematic of 

the suggested AES-CMAC employing LP-LFSR. 

 
 

Fig3. RTL Schematic of AES CMAC using LP-LFSR 
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Simulation: The simulation waveform demonstrates 

that the proposed AES-CMAC architecture 

successfully processed four 128-bit message blocks. 

The waveform shows that the input data, control 
signals, and output responses are properly 

synchronised over several clock cycles. Throughout 

the simulation, proper signal transitions confirm the 

accuracy of the encryption and authentication 

operations. The data show that the recommended 
design is functionally accurate. 

 

 
 

Fig 4. Simulated wave form of AES CMAC using LP-LFSR 

 
Table I Parameter comparison 

 

 
 

 

 
 

Fig 5. LUT comparison barograph 

 

 
 

Fig 6. Power comparison barograph 
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Fig7.Frequency comparison barograph 

 

the parameter analysis, the proposed AES-
CMAC with LP-LFSR has higher area and power 

efficiency than the previous design. The design 

maximises hardware use by reducing switching 

activity and increasing performance. The proposed 

technology reduces total power consumption while 

ensuring a consistent operating frequency. These 

findings validate the architecture's suitability for low-

power secure communication applications. 

 

CONCLUSION  

 
 A low-power AES-CMAC architecture with 

an optimized LP-LFSR for effective dynamic key 

generation and decreased switching activity was 

proposed in this work. In addition to increasing 

hardware efficiency, the suggested architecture allows 

for the concurrent processing of four 128-bit message 

blocks, enabling high-throughput encryption and 

authentication of a 512-bit data stream. In comparison 

to the traditional AES-CMAC architecture, 

experimental findings demonstrate notable gains with 

a 10.63% reduction in LUT utilization and a 5.64% 

reduction in power consumption, all while maintaining 
a constant operating frequency and dependable 

performance. Further power optimization employing 

cutting-edge low-power techniques like clock and 

power gating, ASIC implementation for real-world 

deployment analysis, enhanced parallelism for faster 

throughput, and integration of more secure key 

generation techniques are all part of this work's future 

scope. The architecture will also be more appropriate 

for edge computing, the Internet of Things, and new 

low-power secure communication systems by 

strengthening defense against side-channel attacks and 
modifying the design for lightweight cryptographic 

standards. 
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