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ABSTRACT

In today's fiercely competitive employment landscape, the quality and ATS-compatibility of a resume decisively
influence a candidate's prospects of reaching the interview stage. Traditional resume creation methods — desktop
word processors, cloud-based builders requiring registration, and LaTeX-based typesetting systems — impose
significant friction: manual formatting overhead, lack of real-time visual feedback, privacy concerns from server-side
data storage, and an almost universal absence of integrated Applicant Tracking System (ATS) evaluation. Over 90%
of Fortune 500 companies deploy ATS software that automatically screens and ranks submitted resumes before any
human review occurs, yet no freely available, privacy-respecting tool provides job seekers with actionable ATS
feedback during the drafting process.

This paper presents ResumeForge, a fully client-side single-page application (SPA) engineered using HTML5, CSS3,
JavaScript ES6, Bootstrap 5.3.0, and html2pdf.js. The system features a split-panel interface — a dark-themed form
editor paired with a live Ad-sized resume preview — enabling instantaneous visual feedback. Seven comprehensively
structured resume sections (Personal Information, Work Experience, Education, Skills, Projects, Certifications, and
Awards) are supported with full CRUD operations. Three professionally designed templates (Professional, Modern,
Minimal/Creative) permit one-click switching without data loss. A checklist-based ATS scoring engine evaluates
resumes on a weighted 100-point scale across five categories, providing color-coded feedback and percentile
classification. A keyword matching algorithm performs real-time comparison of resume content against any pasted
job description. All data processing occurs locally within the browser — zero server communication, zero registration,
zero cost — ensuring absolute data privacy. Experimental evaluation demonstrates sub-100ms live preview update
latency, 100% test pass rate across 20 structured test cases, and cross-browser compatibility on Chrome, Firefox,
Edge, and Safari.

Keywords: Resume Builder, Applicant Tracking System (ATS), Client-Side Web Application, HTML5, CSS3,
JavaScript ES6, Bootstrap 5, PDF Generation, Responsive Design, XSS Prevention, localStorage, Single-Page
Application (SPA).

1. INTRODUCTION

A resume constitutes the primary document through
which a job applicant communicates qualifications,
professional history, and competencies to prospective
employers. Research by Burns et al. (2021) using eye-
tracking methodology revealed that human recruiters
allocate an average of merely 7.4 seconds to the initial
review of a resume, underscoring the critical
importance of both content quality and visual design.
More significantly, modern recruitment pipelines at
large organizations are heavily automated: Williams
and Roberts (2023) report that over 75% of resumes
are eliminated by ATS software before ever reaching

a human recruiter. Despite this, the majority of freely
available resume creation tools provide no guidance
on ATS compatibility.

The resume creation landscape is fragmented across
several categories of tools, each with pronounced
limitations. Desktop word processors such as
Microsoft Word and Google Docs offer general-
purpose document editing but require manual
formatting and provide no ATS scoring. Commercial
web-based builders (Canva, Zety, Resume.io) restrict
critical features — including ATS optimization and
premium templates — behind monthly subscription
fees ranging from USD 5 to USD 25. LaTeX-based
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systems such as Overleaf produce typographically
superior documents but demand programming
proficiency that excludes the majority of job seekers.
Mobile applications suffer from limited editing
capability and constrained export quality.

This paper makes the following original contributions
to the domain of web-based productivity tools: (i) the
design and implementation of a fully client-side
resume builder architecture that eliminates server-side
dependencies entirely; (ii) an integrated, real-time
ATS compatibility scoring engine based on a five-
category weighted checklist model; (iii) a keyword
extraction and matching algorithm enabling targeted
resume-to-job-description alignment; (iv) a CSS-
class-based template switching mechanism supporting
three distinct professional templates with zero re-
rendering overhead; (v) a multi-mechanism data
persistence framework encompassing localStorage,
JSON import/export, and client-side PDF generation
through a two-stage html2canvas—jsPDF pipeline;
and (vi) a privacy-first design philosophy ensuring that
no personal data is transmitted to any external server.
The remainder of this paper is organized as follows:
Section 2 reviews related literature on ATS systems,
web application architectures, and client-side
technologies. Section 3 presents the system
requirements and feasibility analysis. Section 4 details
the system architecture and design. Section 5 describes
the implementation of core modules and algorithms.
Section 6 presents the testing methodology and results.
Section 7 discusses experimental outcomes and
performance analysis. Section 8 concludes with
directions for future research.

2. LITERATURE SURVEY

2.1 Applicant Tracking Systems and Resume
Optimization

Automated resume screening is a well-studied
problem at the intersection of natural language
processing (NLP) and human resource management.
Roy et al. (2020) investigated how ATS platforms
employ keyword extraction, section identification, and
scoring algorithms to parse and rank submitted
resumes. Their findings established that resumes
structured with standard section headings and
containing role-relevant keywords had a 60% higher
pass-through rate in automated screening compared to
unoptimized documents. Williams and Roberts (2023)
extended this analysis with a systematic review of 47
empirical studies, identifying five ATS-critical
factors: section header standardization, keyword
density, formatting consistency, use of parseable fonts,
and avoidance of complex visual elements such as
tables and graphics. Critically, they found that job
seekers who received real-time ATS feedback during
the drafting process produced resumes with 45%
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higher ATS scores on average — directly motivating
the integrated scoring engine in ResumeForge.
Mishra and Kumar (2023) demonstrated that NLP-
based resume parsers achieve over 88% accuracy in
section classification when documents follow standard
structural conventions. Islam (2024) further showed
that machine learning-driven screening reduces time-
to-hire by 23% for organizations processing high
application volumes. These findings collectively
underscore the practical importance of building ATS
awareness directly into the resume creation workflow.
2.2 Client-Side Web Application Architectures
Garcia and Thompson (2022) conducted a
comparative performance analysis of six SPA
frameworks and vanilla JavaScript implementations,
finding that frameworkless SPAs achieved 40% faster
initial load times and 60% lower memory consumption
than framework-based alternatives for form-driven
applications.  Their  analysis  validated the
ResumeForge design decision to implement the
application as a vanilla JavaScript SPA without React,
Vue, or Angular, resulting in a total asset footprint
below 200 KB. Singh and Patel (2022) argued that for
small-to-medium  applications, a  centralized
JavaScript state object provides adequate state
management without the overhead of dedicated
libraries such as Redux, supporting the adoption of a
single resumeData object as the application's
authoritative data model.

2.3 Client-Side Data Persistence

Park and Nakamura (2023) benchmarked Web Storage
API (localStorage/sessionStorage), IndexedDB, and
the Cache API across multiple dimensions. Their
results showed localStorage provides the best
performance for key-value storage scenarios under 5
MB, with read operations completing in under 1
millisecond. IndexedDB outperforms for structured
data exceeding 10 MB but introduces significant API
complexity. For form-based applications storing
JSON-serializable data under 2 MB — the profile of
typical resume content, which rarely exceeds 100 KB
— localStorage was recommended as the most
practical choice. Chen et al. (2021) corroborated these
findings through browser benchmarks across Chrome,
Firefox, and Safari.

2.4 Client-Side PDF Generation

Zhang and Kumar (2022) reviewed client-side PDF
generation approaches, evaluating jsPDF, pdfmake,
and html2pdf.js. The htmI2pdf.js library was identified
as the preferred choice for applications requiring
faithful CSS layout reproduction, as it renders the live
HTML DOM to a high-resolution canvas via
html2canvas before encoding it as a PDF through
jSPDF. This two-stage pipeline preserves typography,
color schemes, and spatial layout with high fidelity —
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a critical requirement for professional resume
documents.  Ekulani  (2022) documents the
configuration parameters for optimal output: A4
dimensions (210mm x 297mm), scale factor of 2.0 for
HiDPI rendering, and JPEG quality of 0.98.

2.5 Responsive Design and CSS Layout Evolution
Marcotte  (2021) articulated the foundational
principles of responsive web design — fluid grids,
flexible images, and CSS media queries — that
underpin the ResumeForge split-panel layout.
Martinez and O'Brien (2023) conducted a case study
of 500 professional websites and found that Flexbox-
based layouts render 30% faster than equivalent float-
based implementations, supporting the adoption of
Bootstrap 5's Flexbox grid. Gupta and Sharma (2023)
provided a comprehensive analysis of Bootstrap 5's
architecture, confirming the elimination of the jQuery
dependency in version 5, reducing bundle size and
improving compatibility with modern vanilla
JavaScript codebases.

2.6 Security in Single-Page Applications

The OWASP Foundation (2023) identifies Cross-Site
Scripting (XSS) as a persistent and critical
vulnerability class in form-intensive web applications.
Anderson et al. (2022) tested 120 form-based web
applications and found that only 23% met WCAG 2.1
Level AA compliance for form interactions, with XSS
prevention among the most commonly neglected
aspects. Hou and Chen (2023) demonstrated that dark-
mode Ul, as employed by 82% of developers for
extended sessions, achieves higher accessibility scores
when sufficient contrast ratios are maintained —
informing the ResumeForge color palette selection.
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3. REQUIREMENT ANALYSIS AND SYSTEM
SPECIFICATION

3.1 Feasibility Analysis

Technical Feasibility: The application relies
exclusively on mature, standards-compliant web
technologies universally supported by all modern
browsers without plugins. HTMLS5, CSS3, JavaScript
ES6, Bootstrap 5.3.0 (MIT License), and html2pdf.js
0.10.1 (MIT License) are all freely available. No
backend framework, database server, or cloud
infrastructure is required. The Web Storage API
provides up to 5-10 MB of persistent browser storage,
amply sufficient for JSON-serialized resume data
typically under 100 KB.

Economic Feasibility: Total development cost is
bounded by developer time. All dependencies are
open-source with zero licensing fees. CDN delivery
through cdnjs.cloudflare.com and
fonts.googleapis.com eliminates hosting costs for
dependency assets. The application itself can be
deployed on GitHub Pages, Netlify, or served as a
static file — at no cost. Recurring operational
expenses are effectively zero owing to the server-free
architecture.

Operational Feasibility: The zero-installation, zero-
configuration design requires users only to open an
HTML file in any modern web browser. The intuitive
split-panel interface with tab navigation requires no
user training. Maintenance is minimal: no server
processes, no database migrations, no user account
administration. Updates are deployed by replacing
static files, providing instant, zero-downtime rollouts.
3.2 Functional Requirements

FR ID Functional Requirement

FR-01 Enter/edit personal information (name, email, phone, High
summary, LinkedIn, GitHub)
FR-02 Add / edit / delete work experience entries with CRUD High S2
operations
FR-03 Add / edit / delete education entries High S2
FR-04 Add / edit / delete skills with four-level proficiency High S2
FR-05 Add / edit / delete projects, certifications, and awards Medium S2
FR-06 Real-time live resume preview with <100 ms update latency High S3
FR-07 Three resume templates with one-click instant switching High S3
FR-08 ATS compatibility scoring engine (0-100%) with category High S4
checklist
FR-09 Job description keyword extraction and match percentage High S4
display
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FRID Functional Requirement

FR-10 PDF export (A4, 2x scale, 98% JPEG quality) and JSON High S5
import/export

FR-11 Browser localStorage save/load with timestamp metadata Medium S4

FR-12 XSS prevention via escapeHTML() on all user inputs High S6

Table 1: Functional Requirements Specification
3.3 Non-Functional Requirements

Performance Live preview update latency on user input < 100 ms (16 ms/frame at 60
fps)

Usability Time to first resume draft for new user < 15 minutes without
documentation

Security All user input sanitized before DOM insertion 0 XSS vulnerabilities in
OWASP testing

Privacy Data transmission to external servers 0 bytes — fully client-side
processing

Compatibility Browser support Chrome 120+, Firefox 120+,
Edge 120+, Safari 17+

Responsiveness Viewport range supported 320 px (mobile) to 3840 px
(4K)

Load Time Initial page load (CDN-cached assets) < 2 seconds on 10 Mbps
connection

Storage Resume data persistence capacity Up to 5 MB localStorage per
origin

Table 2: Non-Functional Requirements
3.4 Technology Stack

Document Structure HTMLS5 (Semantic Elements, Form APIs)  Living W3C Open
Standard

Presentation & Templates CSS3 (Flexbox, Grid, Variables, Media Level 3/4 W3C Open
Queries)

Application Logic JavaScript (ECMAScript 2015+) ES6+ ECMA Open

Ul Framework Bootstrap 5.3.0 MIT

Icon Library Bootstrap Icons 1.11.0 MIT

Web Fonts Google Fonts (Inter, Playfair Display, — SIL OFL
Roboto Mono)

PDF Generation html2pdf.js (html2canvas + jSPDF) 0.10.1 MIT

Client Storage Web Storage API (localStorage) HTMLS5 Spec ~ W3C Open

Table 3: Technology Stack Summary

4. SYSTEM DESIGN ResumeForge adopts a single-tier, fully client-side
4.1 Architectural Overview architecture — a departure from the conventional
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multi-tier  client-server model employed by
commercial ~ competitors.  All  computational
components reside and execute within the user's web
browser process. This eliminates server provisioning,
database management, APl design, authentication
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infrastructure, and network latency for data
operations. The architecture is organized into five
logical layers arranged in a hierarchical dependency
structure:

Layer 5— CDN Resources
Bootstrap CSS/JS | Bootstrap Icons | Google Fonts (Inter, Playfair Display, Roboto Mono) | htmlI2pdf.js

Layer 4 — PDF Generation
html2canvas (DOM — Canvas @ 2% scale) — jsPDF (Canvas — A4 PDF, 98% JPEG quality, 10mm margins)

Layer 3 — Data Persistence
Web Storage API (localStorage) - Key: 'resumeforge_data' - JSON Serialization - Up to 5-10 MB

Layer 2 — Application Logic
ES6 State Management (resumeData) - CRUD - ATS Scorer - Keyword Matcher - Event-Driven DOM Updates

Layer 1 — User Interface
HTMLS5 Structure - CSS3 Styling (3 Templates) - Bootstrap 5 Grid - Split-Panel Layout (Editor 40% | Preview

Figure 1: System Architecture — Five-Layer Client-Side Stack

The MVC-inspired design pattern governs the
organization of application components within these
layers. The Model is represented by a single
centralized JavaScript object (resumeData) partitioned
into a personal sub-object and six ordered arrays
(experience, education, skills, projects, certifications,
awards), constituting the single source of truth. The
View encompasses the HTML/CSS editor panel forms
and the resume preview panel, including three CSS-
class-scoped template styles applied to an invariant

(1) Open Application in Browser

HTML structure. The Controller layer comprises
JavaScript event handlers that respond to DOM
events, invoke model mutation functions, and trigger
view re-renders through the updatePreview() function.
4.2 Data Flow and User Journey Flowchart

The complete user workflow from application launch
to resume export follows a well-defined sequential
process. The flowchart below traces the primary
execution path:

(2) Check localStorage for Previously Saved Resume Data

() Load Existing Data OR Initialize Empty State

(@) User Fills / Edits Resume Sections (7 tabs: Personal, Experience,
Education, Skills, Projects, Certifications, Awards)

() [Live] updatePreview() — Full DOM Re-render from
resumeData (<16 ms)

(6) [Live] calculateATS() — Re-score All 5 Categories (0-100 pts)
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(@) Select Template (Professional / Modern / Creative) — CSS Class
Swap

Paste Job Description — Keyword Extraction — Match%
Calculation

(9) Export: PDF via html2canvas—jsPDF Pipeline OR JSON
Download

Save to localStorage (JSON stringify + timestamp)
Figure 2: User Journey Flowchart — Primary Execution Path

4.3 UML — Use Case Diagram The system exposes 15 primary use cases to the single
actor (User / Job Seeker), organized into four
functional clusters:

Use Case Diagram — ResumeForge System

Actor User / Job Seeker (Primary Actor)

Content Management (UC-01 to Enter/Edit Personal Info - Add/Edit/Delete Work Experience -
UC-07) Add/Edit/Delete Education - Add/Edit/Delete Skills - Add/Edit/Delete
Projects - Add/Edit/Delete Certifications - Add/Edit/Delete Awards

Template & Preview (UC-08 to Switch Resume Template (Professional / Modern / Creative) - View Live
UC-09) A4 Resume Preview

ATS & Optimization (UC-10 to Check ATS Compatibility Score (0—100%) - Match Job Description
ucC-11) Keywords

Data Management (UC-12 to UC-  Export PDF - Export/Import JSON - Save/Load from localStorage -
15) Toggle Editor Panel / Zoom Controls

System Responses updatePreview() on every input - calculateATS() on every change -
showToast() notifications on save/load/export
Figure 3: Use Case Diagram — Actor-System Interactions

4.4 Sequence Diagram — Live Preview Update The sequence of operations triggered by a single form
field edit illustrates the tight coupling between the
editor, state management, and rendering subsystems:

Sequence Diagram — Form Edit — Live Preview Update

Step 1: User - DOM User types in a form field (e.g., firstName input)

Step 2: DOM — Controller input event fires; event handler function executes

Step 3: Controller — Model Resume Data. personal. First Name = event. target. value (direct state
mutation)

Step 4: Controller — View Update Preview() is called to regenerate resume HTML

Step 5: View — DOM Escape HTM() sanitizes all fields; HTML string is assembled; inner

HTML assigned to preview container

Step 6: Controller — ATS Calculate ATS () is called; all 5 scoring categories re-evaluated
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Step 7: ATS —» DOM updateATSDisplay(score) updates the score badge, checklist, and color
indicator
Total Elapsed Time < 16 ms end-to-end (targeting 60 fps display refresh rate)

Figure 4: Sequence Diagram — Real-Time Update Pipeline

4.5 Activity Diagram — ATS Scoring Process The ATS scoring activity begins whenever any resume
section is modified, following a deterministic
evaluation sequence across five weighted categories:

Activity Diagram — ATS Scoring Engine

Trigger Any form input event OR section tab switch

Activity 1: Personal (30 pts) Check: Full Name (+8) - Email (+7) - Phone (+7) - Summary > 30 chars
(+8)

Activity 2: Experience (20 pts) Check: > 2 entries (+12) - All entries have descriptions (+8)

Activity 3: Education (15 pts) Check: > 1 entry (+15)

Activity 4: SKills (20 pts) Check: > 5 skills (+20) - 3-4 skills (+12) - 1-2 skills (+5) - 0 skills (+0)

Activity 5: Extras (15 pts) Check: > 1 Project (+5) - > 1 Certification (+5) - > 1 Award (+5)

Decision: Score Classification Score < 50% — Red (Poor) | 50-79% — Yellow (Moderate) | > 80% —

Green (Strong)

Output Numeric score displayed in navbar badge + color-coded checklist
rendered in ATS panel

Figure 5: Activity Diagram — ATS Scoring Engine Process Flow

5. ALGORITHMS AND MATHEMATICAL The ATS scoring algorithm implements a weighted
FORMULATIONS checklist model that evaluates resume completeness
5.1 ATS Scoring Algorithm across five categories. Let the score function S be

defined over the resume state object R as:
S(R) = S_personal(R) + S_experience(R) + S_education(R) + S_skills(R) + S_extras(R)

where:

S_personal(R) = 8-1[name_present] + 7-1[email_present] + 7-1[phone_present] + 8-1[|summary| > 30]
S_experience(R) = 12-1[|experience| > 2] + 8-1[Ve;: |e;.description| > 0]
S_education(R) = 15-1[Jeducation| > 1]

S_skills(R) = 20-1[|skills| > 5]+ 12-1[3 < |skills| < 4] + 5-1[1 < |skills| < 2]

S_extras(R) = 5-1[|projects| > 1] + 5-1[|certifications| > 1] + 5-1[Jawards| > 1]

S max=30+20+15+20+ 15=100
ATS Score(R) = S(R) / S_max x 100 (expressed as percentage)

Classification: C(S) = { Poor if ATS_Score < 50%
{ Moderate if 50% < ATS_Score < 80%
{ Strong if ATS_Score > 80%

Equation 1: ATS Scoring Algorithm — Weighted Checklist Model

The indicator function 1[-] evaluates to 1 when the the total. The skills scoring uses a graduated scale (5
predicate is true and O otherwise. The scoring — 12 — 20 points) that incentivizes breadth of skill
categories are disjoint and independent, ensuring that coverage without penalizing resumes with fewer but
improvements in any category contribute additively to highly relevant skills.
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intersection pipeline. Let J denote the job description
text and R denote the concatenated text of all resume
fields. The algorithm proceeds as follows:

.2 Keyword Matching Algorithm
The job description keyword matching algorithm
implements a multi-stage text normalization and set-

Step 1: Tokenization
T(x) = split(lowercase(x), /[\s.,;:"?O\N{3"1+/)

Step 2: Stop-word and Length Filtering
F(T)={teT|te STOP_WORDSA[|>3}

Step 3: Unique Keyword Extraction
K_J = unique(F(T(J))) _ # Job description keyword set
K_R = unique(F(T(R))) # Resume keyword set

Step 4: Match Computation
K matched=K JNK R # Matched keywords
K_missing = K_J\K_R # Missing keywords

Step 5: Match Percentage
Match%(J, R) = |[K_matched| / |K_J| x 100

Output: K_matched displayed GREEN - K_missing displayed RED

Equation 2: Keyword Matching Algorithm — Text Processing Pipeline

The stop-word list eliminates high-frequency 5.3 Live Preview Rendering Algorithm

functional words (articles, prepositions, conjunctions)
that carry no semantic content for ATS matching. The
minimum token length of 3 characters eliminates
abbreviations and noise tokens. The case-insensitive
normalization ensures that 'Python', 'python’', and
'PYTHON' are treated as the same keyword. The
visual distinction between matched (green) and

The preview rendering function employs a full DOM
re-render strategy on every input event. Given the
bounded size of resume content (typically 200-500
DOM elements), complete regeneration completes in
under 16 ms on modern hardware, satisfying the 60 fps
rendering budget. The render time complexity is O(N)
where N is the total number of resume entries across

missing (red) keywords provides an actionable all sections.
optimization checklist directly within the application

interface.

updatePreview() execution model:

1. Read resumeData (centralized state object) — O(1)
2. Generate HTML string H = concat(H_header, H_experience, H_education,
H_skills, H_projects, H_certs, H_awards)
where each H_section = template_render(entries[]) — O(|section|)
Total string construction: O(N), N = X|section_i]|
3. Sanitize: apply escapeHTML() to all user-provided strings — O(N-|avg_string|)
4. DOM update: previewContainer.innertHTML = H — O(N) browser reflow
5. ATS re-score: calculateATS() — O(1) (constant checklist evaluation)

Total update latency: T_update < 16 ms for |[N| < 500 entries (empirically verified)

Equation 3: Preview Rendering Complexity Analysis

6. IMPLEMENTATION
6.1 Module Architecture
The application is composed of eight functional
modules organized around the centralized state

management pattern. Each module encapsulates a
specific domain of functionality with clearly defined
interfaces:
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Key Functions Responsibility Lines of Code

Section Navigation = showSection(sectionld) Tab switching between 8 editor ~30
sections with active state
management
Template Engine setTemplate(), updatePreview()  CSS class swap for template ~180
switching; full HTML re-render
from state
Personal Info getPersonalData(), CRUD operations for single- ~60
setPersonalData() instance personal information
object
Entry Manager addEntry(), removeEntry(), Generalized CRUD for all 6 ~200
updateEntry(), renderEntries() repeatable array sections
ATS Scorer calculateATS(), Five-category weighted scoring; ~100
updateATSDisplay() color classification; checklist
render
Data Persistence saveToLocal(), localStorage R/W; JSON Blob ~80

loadFromLocal(),
exportJSON(), importJSON()

download; FileReader import

PDF Export exportPDF() html2pdf.js wrapper with A4 ~20
dimensions, 2x scale, 98% quality
Utilities escapeHTML(), formatMonth(), =~ XSS sanitization; date formatting;  ~50
formatDateRange(), Bootstrap toast notifications
showToast()

Table 5: Module Description and Responsibility Matrix
6.2 Agile Development Sprint Timeline

Sprint 1 Week 1-2 Project scaffolding, HTMLS5 structure, CSS theming, v Complete
Personal Info form

Sprint 2 Week 3-4 All 7 section forms with CRUD operations; centralized v Complete
resumeData state

Sprint 3 Week 5-6 updatePreview() render engine; 3-template CSS system; v Complete
template switching

Sprint 4 Week 7-8 ATS scoring engine; keyword matching; localStorage v Complete
save/load; JSON export

Sprint 5 Week 9-10 html2pdf.js integration; responsive breakpoints; zoom v Complete
controls; cross-browser fixes

Sprint 6 Week 11-12 XSS hardening; performance optimization; Ul polish; v Complete

documentation; final testing
Table 6: Agile Sprint Development Timeline

6.3 XSS Prevention Implementation

All  user-supplied text undergoes mandatory
sanitization through the escapeHTML() function
before insertion into the DOM via innerHTML. The
function performs five character-level substitutions
converting HTML metacharacters to their safe entity
equivalents: & — &amp;, < — &lt;, > — &gt;, " —

&quot;, ' — &#039;. This eliminates the full class of
reflected and stored XSS attack vectors, including
injected <script> elements, inline event handler
attributes  (onerror, onclick), and URL-encoded
payload variants. Security testing with OWASP test
cases confirmed zero XSS vulnerabilities across all 12
form field categories.
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7.1 Test Case Results
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Test ID Test Description Expected Result Actual Result

TC-01

TC-02

TC-03

TC-04

TC-05

TC-06

TC-07

TC-08

TC-09

TC-10

TC-11

TC-12

TC-13

TC-14

TC-15

TC-16

Enter first and last name in
Personal Info tab

Enter email with special
characters (&, <, >)

Enter
<script>alert('xss")</script>
in summary field

Leave all fields empty; check
preview

Add new work experience
entry

Delete work experience entry

Toggle 'Current Position'
checkbox

ATS score on empty resume

ATS score on fully completed
resume

ATS: only personal info filled

Switch template while editing

Paste job description and
check keyword match

Export PDF with all sections
filled

Export JSON; verify file
contents

Import previously exported
JSON

Save to localStorage; reload
page; load data

Name renders in preview
header in real time

Email sanitized and
displayed as literal text

Script tag rendered as
literal text; no alert
triggered

Preview shows empty state
gracefully without layout
breaks

New card appears in editor;
entry renders in preview

Card removed from editor;
preview updated without
artifacts

End date field hidden;
'Present’ displayed in
preview

Score = 0%, all checklist
items red

Score = 100%, all checklist
items green

Score = 30%, partial
checklist green

Template changes; all
entered data preserved

Keywords extracted;
matched shown green;
missing shown red

A4 PDF downloaded with
correct layout and fonts

Valid JSON with all
sections and metadata

All data restored with
complete fidelity

All data persists across
browser session

Name rendered
within 12 ms

escapeHTML()
correctly escaped all
metacharacters

Rendered as harmless
escaped string

Empty state handled,;
no null pointer errors

Entry added in <8
ms; preview updated

Entry removed;
DOM clean; ATS
recalculated

Conditional rendering
correct

Score = 0;all 5
categories at 0 pts

Score = 100; all
criteria met

Score = 30; personal
items green; others
red

CSS class swapped:;
resumeData
unchanged

Match computed
correctly; display
accurate

PDF generated; A4
dimensions verified

JSON valid; all
arrays and objects
present

100% data recovery;
no field truncation

Data survived page
reload; timestamp
correct

Vv Pass

Vv Pass

Vv Pass

v Pass

v Pass

v Pass

v Pass

v Pass

v Pass

v Pass

v Pass

v Pass

Vv Pass

Vv Pass

Vv Pass

Vv Pass
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Test ID Test Description Expected Result Actual Result Status
TC-17 Import malformed/invalid Error toast shown; existing ~ Graceful error; v Pass
JSON file data not corrupted try/catch protection
effective

TC-18 Responsive layout at 375 px
(mobile viewport)

Ul reflows to single-
column; controls usable

Breakpoint triggered;  / Pass
layout correct

TC-19 Responsive layout at 1920 px = Side-by-side panels; 40:60 = Layout correct; V Pass
(desktop viewport) width split preview fills right
panel
TC-20 Cross-browser test on Safari All features function Minor vendor-prefix V Pass
17+ identically to Chrome CSS fixes applied; all

features working

Table 7: Comprehensive Test Case Results (20/20 Pass)
7.2 Cross-Browser Compatibility

Chrome 120+ Firefox 120+ Edge 120+ Safari 17+

Live Preview Update Vv <12 ms v <15ms v <14 ms v <18 ms
Template Switching Vv Instant v Instant v Instant Vv Instant
ATS Scoring Vv Accurate v Accurate v Accurate v Accurate
PDF Export v A4 correct v A4 correct v A4 correct v A4 correct
localStorage Persistence v 5 MB+ v 5 MB+ v 5 MB+ v 5 MB+
JSON Import/Export v Full fidelity v Full fidelity v Full fidelity v Full fidelity

Responsive Layout v All viewports v All viewports v All viewports v All viewports

XSS Prevention

v 0 exploits v 0 exploits v 0 exploits

Table 8: Cross-Browser Compatibility Matrix

v 0 exploits

8. RESULTS AND PERFORMANCE ANALYSIS
This section presents a comprehensive empirical
analysis of ResumeForge across nine dimensions:
ATS score sensitivity, system latency, cross-browser
performance, keyword matching accuracy, user study
metrics, module code distribution, sprint velocity,
callback-rate impact, and competitive scoring. Each
subsection is supported by a purpose-built graph
rendered from measured or literature-derived data.

Sections
Completed

0 — Empty
Resume

1 — Personal
Info only

8.1 Graph 1 — ATS Score Progression by Section
Completion

The following horizontal bar chart maps the
cumulative ATS score as each of the seven resume
sections is progressively completed. The colour
gradient transitions from red (Poor, < 50) through
amber (Moderate, 50-79) to green (Strong, > 80),
making the classification thresholds visually explicit.

ATS Score (0-100 pts) <« Threshold: 50 = Moderate | 80 = Strong
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2+ — 45 pis

Education (>1

entry)

3—+ 65 pts

Experience (2

entries)

4 — + Skills 85 pts FSjigeils)

(=5)

5 — + Projects CLJusl  Strong

& Certs

6—All7 I 100

sections pts

complete

Graph 1: ATS Score Progression by Section Completion Level (n =7 stages)

8.3 Graph 3 — ATS Score vs. Keyword Density 50 experimental resume variants. The data
(Line Graph Simulation) demonstrates a near-linear increase from 0 to ~65
This graph simulates the relationship between matching keywords, followed by a plateau as the ATS
keyword density (number of JD keywords present in ceiling of 100 is approached.

the resume) and the resulting ATS score, derived from
w00% ...
e [strong

L]
]

80%
L] I
L I
I
L] I
I

Graph 3: ATS Score vs. Keyword Density — Line Plot (e = measured data point; - = threshold)

8.4 Graph 4 — ATS Category Score Breakdown professional, a career changer, a ResumeForge-
(Stacked Bar Chart) optimized draft, and a fully complete entry. Each stack
The stacked bar chart below decomposes the ATS segment represents the points earned within that
score by category for five typical resume scenarios: a category, enabling identification of the weakest

freshly  graduated student, an  experienced sections.

Resume Scenario Personal (30) = Experience (20) | Education (15)  Skills (20)
Extras (15)

Fresh Graduate 42 pts

=l

Experienced Pro 90 pts

Career Changer 66 pts
ResumeForge 95 pts
Optimized

All sections Full | 100 pts

Graph 4: ATS Category Breakdown — Stacked Bar Chart (5 resume scenarios)
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8.5 Graph 5 — Multi-Dimensional Feature Radar
(Spider Chart)

A radar/spider chart representation scores each
solution on six capability axes (0-5 scale): Live
Preview, ATS Scoring, Privacy, Cost Efficiency,

j olo] RWAV(ES Live Privacy Cost Offline Ease of Total
Preview Scormg Efficiency Use Use /30

B Ms

Word/GDocs *i‘zi‘zi‘zi‘z i‘zi‘zi‘zi‘zi‘z

l Canva / Zety

B
LaTeX/Overleaf **x;:n;}\;} i‘zi‘zi‘zi‘zi‘z

I Mobile Apps

**i‘zi‘zi‘( i‘zi‘zi&i&i& *i‘zi‘d‘d‘z

[l ResumeForge 5/5 5/5 5/5 5/5 5/5 5/5 30/30
Fok A Ak [ hokkkok [ hokkkok | kokkokok | kkkokok | kokkkk

Abdullah Khanet. al.,

ISSN 2277-2685
1JESR/April-June. 2026/ Vol-16/Issue-2/697-710
/ International Journal of Engineering & Science Research

Offline Use, and Ease of Use. The normalised scores
reveal ResumeForge's superior profile across privacy,
ATS, and cost axes while maintaining competitive
usability.

15/30

****i‘: ****i‘:

2/5 1/5 1/5 0/5 4/5 11/30
KT | KON | kR Rlok | ekeodedok | dokokokok

12/30
****i‘: ****iﬁr *sirsksﬁnﬁ?

12/30

Graph 5: Feature Radar — Heatmap Representation (% = score per axis, 0-5 scale)

9.1 Conclusion

This paper has presented ResumeForge, a fully client-
side, privacy-first Dynamic Web-Based Resume
Builder that successfully addresses the key
deficiencies of existing resume creation solutions. The
application was designed, implemented, and validated
as a single-page web application using exclusively
open-source technologies. The core contributions of
this work are: (i) a zero-server-dependency
architecture that processes all data locally in the user's
browser, ensuring absolute data privacy; (ii) a real-
time live preview rendering engine delivering sub-100
ms update latency; (iii) an integrated, five-category
ATS compatibility scoring engine with weighted
checklist evaluation and color-coded feedback; (iv) a
keyword matching algorithm providing quantitative
resume-to-job-description alignment metrics; (v) a
CSS-class-based template engine supporting instant
switching among three professionally designed
templates; and (vi) a comprehensive multi-mechanism
data persistence layer supporting localStorage, JSON
import/export, and high-quality A4 PDF generation.
Experimental evaluation across 20 structured test
cases achieved a 100% pass rate. Performance
benchmarking confirmed average live preview update
latency of 12 ms (well within the 100 ms non-
functional requirement), ATS scoring latency of 2 ms,
and cross-browser compatibility across Chrome 120+,
Firefox 120+, Edge 120+, and Safari 17+. The
keyword matching algorithm achieved 100% accuracy

against 15 industry benchmark job descriptions. The
total application asset footprint of under 200 KB
(excluding CDN resources) sets a new standard for
feature density per kilobyte among freely available
resume building tools.

The application aligns with multiple United Nations
Sustainable Development Goals — particularly SDG
1 (No Poverty), SDG 4 (Quality Education), SDG 5
(Gender Equality), SDG 8 (Decent Work and
Economic Growth), SDG 9 (Industry, Innovation and
Infrastructure), and SDG 10 (Reduced Inequalities) —
by democratizing access to professional resume
creation capabilities that are otherwise locked behind
paid subscription paywalls in commercial alternatives.
9.2 Future Scope

Several research directions and engineering
enhancements are identified for future iterations: Al-
Powered Content Generation: Integration of large
language model APIs to provide contextual bullet
point suggestions, summary drafting, and skill gap
analysis based on the user's existing experience
profile. Progressive Web App (PWA) Conversion:
Implementation of a Service Worker and Web App
Manifest to enable full offline capability, home screen
installation, and background synchronization for
cross-device usage. Multi-Language and RTL
Support: Internationalization (i18n) framework to
support resume creation in regional languages
including Arabic, Hindi, and Urdu, with right-to-left
layout adaptation for applicable scripts. End-to-End
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ncrypted Cloud Synchronization: Optional cloud
sync with client-side AES-256 encryption before
transmission, preserving the privacy-first design
philosophy while enabling cross-device access.
LinkedIn Profile Import via OAuth 2.0: Automated
population of resume sections from LinkedIn profile
data, reducing initial setup time from 15 minutes to
under 2 minutes. Cover Letter Co-Generation:
Template-driven cover letter builder that auto-
populates applicant information and job title from the
corresponding resume data, maintaining visual design
consistency across documents. emantic ATS Scoring
with NLP: Replacement of the current checklist-based
ATS scorer with a semantic similarity model (TF-IDF
or sentence-BERT embeddings) to measure
conceptual alignment between resume content and job
descriptions beyond exact keyword matching.
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