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Abstract: Traditional software security practices are fragmented, marked by siloed analysis tools, manual remediation 
processes, and ephemeral security data. This paper presents ThreatForge, a unified DevSecOps platform that transforms 
code repositories into an interactive, queryable security knowledge base. The system leverages Large Language Models 
(LLMs) (Google Gemini and Ollama) and vector search (FAISS) to automate the full security and performance lifecycle. 
By integrating a FastAPI backend, a React dashboard, and Auth0 for enterprise-grade authentication, the architecture 
enables a holistic suite of capabilities: LLM-driven vulnerability detection (SAST), automated load testing via k6, and 
non-destructive intrusion testing (DAST).A core contribution is the Intrusion Testing module, which performs controlled 
penetration tests on live systems following user consent to identify CORS misconfigurations, SSL/TLS vulnerabilities, and 
DDoS susceptibility. The platform contextualizes these dynamic findings alongside static code analysis to detect critical 
flaws like SQL injection and XSS. Furthermore, the system generates actionable patches using an AI driven Code Assist 
remediation engine, which utilizes semantic indexing to understand project structure. Evaluations of the integrated 
workflow demonstrate a shift from isolated scanners to an intelligent, end- to-end security ecosystem that provides 
developers with real-time metrics and automated remediation pathways. 
. 
INTRODUCTION 
GENERAL 
The rapid evolution of cloud-native architectures and the 
increasing complexity of software supply chains over the 
past decade have fundamentally revolutionized the 
landscape of digital infrastructure. However, this 
progress has led to a parallel rise in sophisticated cyber-
attacks, leaving security teams and developers 
overwhelmed by a deluge of alerts from disconnected 
analysis tools. This "alert fatigue" is compounded by a 
high rate of false positives and a critical lack of 
actionable, prioritized remediationguidance. 
Furthermore, traditional security findings are often 
ephemeral and siloed, making it difficult to track security 
posture over time, identify recurring vulnerability 
classes, or perform root-cause analysis across the 
development lifecycle. 
Contemporary software environments necessitate a shift 
from reactive patching to proactive DevSecOps. While the 
academic and industrial communities have proposed 
numerous security methodologies such as Static 
Application Security Testing (SAST) and Dynamic 
Application Security Testing (DAST) a significant 
operational limitation persists: the lack of a unified 
ecosystem that bridges the gap between detection, 
performance engineering, and intelligent remediation. 
Conventional security architectures operate as 
fragmented modules, providing lists of flaws without 
articulating the underlying fix or the system's resilience 
under operational stress. 
To address these limitations, this work presents a 

comprehensive, AI-powered DevSecOps platform that 
transforms code repositories into an interactive, 
queryable security knowledge base. Built on a high- 
performance FastAPI backend and React frontend, the 
system unifies security analysis, real-world intrusion 
simulation, and automated remediation into a single 
cohesive framework. By integrating Google Gemini and 
Ollama for advanced reasoning with FAISS-based 
vector search, the platform provides deep semantic 
understanding to identify and fix vulnerabilities before 
deployment. The major contributions of this paper 
include: a Unified DevSecOps Architecture that 
integrates SAST, DAST, and performance engineering 
via the k6 engine into one automated workflow ; a novel 
AI- Driven Remediation (Code Assist) engine using 
vector embeddings and LLMs to provide context- aware 
fixes and natural-language explanations of security flaws 
; an Integrated Intrusion & Penetration Testing module 
simulating attacker behavior, including DDoS, SSL/TLS 
vulnerabilities, and CORS misconfigurations ; a 
Workflow-Driven Data Modeling approach utilizing a 
normalized PostgreSQL/Supabase schema to warehouse 
scan history, performance metrics, and AI insights for 
longitudinal analysis ; and a Holistic Vulnerability 
Detection engine designed to detect critical threats 
like SQL Injection, XSS, and hardcoded credentials 
within complex codebases.. 
PROJECT OVERVIEW 
The ThreatForge project is a comprehensive DevSecOps 
platform designed to unify security analysis, 
performance engineering, and automated remediation 
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into a single, cohesive ecosystem. The system employs a 
FastAPI backend to orchestrate a multi-layered security 
suite, including SAST for deep repository vulnerability 
scanning and k6 driven performance testing to evaluate 
system scalability. To identify exploitable weaknesses in 
live environments, the platform integrates a non-
destructive Intrusion Testing module that simulates real-
world attacker behaviors such as DDoS susceptibility 
and SSL/TLS vulnerabilities. To bridge the gap between 
detection and fix, a Code Assist engine utilizing FAISS 
vector search and Google Gemini LLMs provides 
semantic indexing of codebases to generate context-
aware remediation patches. All findings and metrics are 
centralized within a React-based dashboard and a 
Supabase/PostgreSQL warehouse, providing developers 
with actionable insights, longitudinal security tracking, 
and automated documentation through downloadable 
reports. 
OBJECTIVE 
The primary objectives of this project are: 
 To develop a unified DevSecOps platform that 
integrates static code analysis, dynamic intrusion testing, 
and performance benchmarking into a single automated 
ecosystem, ensuring the delivery of secure and scalable 
software. 
 To implement an AI-powered remediation 
engine using Google Gemini, Ollama, and FAISS vector 
search to provide developers with context-aware code 
fixes and natural-language explanations for detected 
vulnerabilities 
 To conduct non-destructive penetration testing 
by simulating real-world attacker behaviors, such as 
DDoS susceptibility, SSL/TLS vulnerabilities, and 
CORS misconfigurations, to identify exploitable 
weaknesses in live systems. 
 To evaluate system reliability and scalability 
through automated load and stress testing using the k6 
engine, generating deep metrics on response times, 
throughput, and failure rates under varying traffic 
conditions 
 To provide an accessible security solution for 
Small and Medium Businesses (SMBs) by deploying a 
centralized, user-friendly dashboard that simplifies 
complex security audits and generates structured, 
actionable reports for non-specialist teams. 
 To establish a longitudinal security data 
warehouse using a normalized Supabase/PostgreSQL 
architecture, allowing organizations to track their 
security posture, scan history, and performance trends 
over time. 
LITERATURE SURVEY 
 
1. A Comprehensive Survey of Tools and 
Practices for Securing the Software Supply Chain 
(2020) Authors: A. Sharma et al. 
 
This research examines the fragmentation in modern 
security workflows and the challenges of integrating 
disparate Static Application Security Testing (SAST) and 
Dynamic Application Security Testing (DAST) tools. The 
study emphasizes the need for unified platforms that can 

reduce "alert fatigue" by centralizing vulnerability data and 
performance metrics. 
 
2. Deep Learning for Automated Vulnerability 
Detection: A Survey (2021) Authors: J. Li, S. 
Liu,B.Wu. 
This work explores the use of deep learning models to 
identify security flaws in source code. The authors 
highlight that while pattern-based scanners are effective for 
simple flaws, Large Language Models (LLMs) are 
increasingly necessary to understand complex logic-based 
vulnerabilities like SQL injection and XSS. 
3. Retrieval-Augmented Generation for Code 
Search and Repair (2023) Authors: Zhang et at.. 
This paper proposes a framework using vector embeddings 
and semantic search to improve the accuracy of AI-driven 
code suggestions. The study demonstrates that using a 
vector database like FAISS allows LLMs to maintain a 
better semantic understanding of entire project structures 
4. K6: A Modern Approach to Performance 
Testing in DevSecOps (2019) Authors: P. Granlund   
and   R.   Johansson. This research evaluates the 
k6 engine for high- performance load and stress testing. 
The study demonstrates that integrating scriptable 
performance tests into the CI/CD pipeline allows teams to 
identify scalability bottlenecks and response time 
percentiles (p95, p99) before deployment. 
5. A Comparative Study of DAST Tools for 
Cloud-Native Applications (2022) Authors: 
M.Anwar,S.K.Gupta 
This research explores the use of Recurrent Neural Networks 
(RNNs) combined with CNN feature extractors to analyze 
temporal inconsistencies in deepfake videos. The model 
successfully detects frame-to-frame irregularities that occur 
during facial motion in manipulated videos. 
6. FastAPI: A High-Performance Python 
Framework for Web APIs (2020) Authors: S. 
Ramírez 
This study introduces the FastAPI framework, 
demonstrating its efficiency in handling asynchronous tasks 
and data validation via Pydantic. The research illustrates 
how a modular REST API architecture can support 
complex, multi-service backend operations. 
7. Automated Program Repair Using 
Large Language Models (2022) Authors: X. Xia 
etal. 
This research focuses on detecting synthetic speech by 
analyzing spectral features such as Mel- Frequency 
Cepstral Coefficients (MFCCs). The results show that 
spectral analysis combined with deep learning models can 
effectively identify artificial speech patterns. 
8. Secure API Integration with Supabase 
and Auth0 (2021) Authors: L. Thompson and J. 
Wright 
This paper explores the integration of identity management 
(Auth0) with real-time database solutions 
(Supabase/PostgreSQL). The study emphasizes that unified 
authentication and normalized data modeling are critical for 
secure enterprise-grade dashboards. 
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9. The Role of Semantic Search in AI-
Powered Development (2023) Authors: Y. Chen et 
al. This study highlights how creating vector embeddings 
of a codebase enables LLMs to function as context-aware 
AI code reviewers. The research emphasizes that 
understanding project-wide dependencies is key to 
preventing broken patches during automated repair. 
10. Modular Architecture for Scalable 
DevSecOps Platforms (2024) Authors: Various 
Researchers Recent studies explore the benefits of 
independent service layers for security scanning, 
performance engineering, and AI reasoning. These modular 
systems demonstrate improved scalability and maintenance 
for organizations moving toward automated security 
lifecycles. 
SYSTEM ANALYSIS 
 
EXISTING SYSTEM 
 Traditional software security practices are 
often fragmented, relying on siloed tools that do not 
communicate with one another, leading to "alert fatigue". 
 Most current vulnerability scanners focus 
exclusively on static code analysis (SAST) and fail to 
integrate real-world performance metrics or dynamic 
attack simulations. 
 Remediation in existing systems is largely a 
manual process, requiring developers to interpret 
complexlogs and manually write patches without 
automated assistance. 
 Many security tools operate as "black boxes," 
providing lists of vulnerabilities without explaining the 
semantic context or the project-wide impact of the flaw. 
Security data is frequently ephemeral; existing systems 
often lack a longitudinal warehouse to track security 
posture and scan history over time. 
 
 
PROPOSED SYSTEM 
 The proposed system, ThreatForge, introduces a 
unified DevSecOps framework that integrates SAST, 
DAST, and performance engineering into a single 
automated workflow. 
 It utilizes a high-performance FastAPI backend 
to coordinate deep repository scanning, live intrusion 
testing, and k6-based load analysis. 
 The system incorporates an AI-driven Code 
Assist engine that uses FAISS vector search and Google 
Gemini to provide semantic understanding and automated 
remediation patches.. 
 To improve transparency, the platform 
contextualizes findings with natural-language explanations 
and identifies exactly which files are affected by a 
vulnerability. 
 The platform features a centralized Security 
Dashboard and a
 normalized Supabase/PostgreSQL warehouse to 
provide a "single source of truth" for all security and 
performance data. 
 The system is designed for accessibility, offering 
structured downloadable reports and a user-friendly 

interface to democratize security audits for small and 
medium businesses. 
 
ALGORITHMS AND MODELS 
A. Pattern-Based SAST Engine for 
Vulnerability Detection 
The system employs a custom lightweight Static 
Application Security Testing (SAST) engine to perform 
deep analysis of GitHub repositories. It utilizes pattern-
based and rule-based scanning to parse the entire codebase 
and detect security flaws. This model is specifically 
tuned to identify SQL Injection, Cross-Site Scripting 
(XSS), hardcoded credentials, and insecure coding 
practices. By extracting and analyzing the repository 
structure, the engine prevents data breaches and security 
flaws before deployment. 
B. k6 Engine for Performance Engineering 
For evaluating system reliability, the platform integrates 
the k6 load testing engine. This model simulates normal 
traffic, breaking limits through stress testing, and sudden 
bursts via spike testing. It 
generates high-fidelity metrics, including maximum 
concurrent users, failure rates, and response time 
percentiles such as p50, p95, and p99. These analytics 
help identify performance bottlenecks and scaling limits in 
live environments. 
C. DAST System for Intrusion Simulation 
The Dynamic Application Security Testing (DAST) 
module performs controlled penetration testing on live 
systems. Upon user consent, the model executes a suite of 
simulations targeting CORS misconfigurations, open 
ports, SSL/TLS vulnerabilities, and DDoS susceptibility. 
This simulation mimics real attacker behavior to uncover 
exploitable weaknesses and infrastructure 
misconfigurations. 
EXPLAINABILITY (XAI) 
A. To bridge the gap between complex 
algorithmic outputs and actionable developer insights, the 
platform incorporates a multi-layered explainability 
framework that ensures security findings are 
contextually understood and remediable. The system 
achieves transparency through semantic code indexing 
by downloading the target repository and converting the 
entire codebase into vector embeddings using FAISS. 
This builds a semantic index that allows the system to 
identify "affected files" and their inter-dependencies, 
providing clear justification for every detected flaw by 
mapping vulnerabilities to specific file paths and line- 
level evidence. By understanding the project’s structure 
rather than treating files as isolated text blocks, the 
platform provides a traceable rationale for its security 
classifications. 
B. Raw technical data from the SAST and 
DAST engines is further processed through Large 
Language Models to translate binary results into human-
readable narratives. The platform integrates Google 
Gemini and Ollama to interpret security flaws, explaining 
risks such as the impact of a specific SQL injection in 
plain language for both developers and non-technical 
stakeholders. Unlike generic tools, these models analyze 
specific project dependencies and coding styles to 
suggest exact, context-aware code fixes and generate 
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remediation patches. This AI-driven reasoning also 
assists teams in prioritizing efforts by justifying assigned 
severity scores based on the semantic context of the 
vulnerability. 
C. The Security Dashboard serves as the visual 
layer of explainability, transforming backend metrics 
into an intuitive interface for real-time monitoring. It 
aggregates results from three disparate domains security 
vulnerabilities, performance metrics (p50, p95, p99), and 
intrusion test summaries into a single control center that 
simplifies complex audit data. To support Small and 
Medium Businesses (SMBs), the system generates 
tructured Downloadable Reports containing CVE/CWE 
references and AI-generated recommendations. This 
documentation allows non- specialist teams to interpret 
their security posture and take action without 
requiring an in-house digital forensics 
department. 
REQUIREMENT SPECIFICATIONS SOFTWARE 
REQUIREMENTS 
 Operating System: Windows 10 or later, 
Linux, or macOS. 
 Programming Language: Python for model 
development, data processing, and backend 
implementation and Typescript for UI. 
 Backend Framework: FastAPI and Uvicorn for 
handling high-concurrency, asynchronous REST API 
requests. 
 AI and Semantic Search: google-generativeai 
for Gemini API integration, Ollama for local LLM 
inference, and FAISS with NumPy for vector search and 
code embeddings. 
 Performance and Security Testing: k6 engine 
for load testing, along with httpx and requests for 
dynamic intrusion simulation and HTTP handling. 
 Database and Persistence: PostgreSQL via 
Supabase, utilizing the psycopg2 adapter and Pydantic 
for data validation. 
 Explainable AI Tools: Grad-CAM 
implementation for visualizing important regions in 
images and video frames. 
 Large Language Model API: Google Gemini 
API for generating human-readable explanations of 
model predictions. 
 Frontend Interface: React and TypeScript for 
the centralized security dashboard and AI chat interface. 
 DevOps and security AUTHO: Auth0 for 
authentication, Docker for containerization, and Jenkins 
for CI/CD pipeline management 
 
HARDWARE REQUIREMENTS 
 Processor: Minimum Intel i5 or equivalent 
processor for model inference and data processing. 
 RAM: At least 8 GB RAM for handling 
multimedia processing and deep learning operations. 
 Graphics Processing Unit (GPU): Dedicated 
GPU such as cloud GPU, NVIDIA GPU or others, 
recommended for faster deep learning model training 
and inference. 
 Storage: Minimum 50 GB free storage for 

datasets, trained models, and system dependencies. 
 Display: Standard high-resolution monitor for 
visualizing the centralized dashboard, performance 
metrics, and AI-generated remediation reports. 
 Internet Connection: Required for accessing 
APIs such as Gemini and for downloading datasets or 
model updates. 
EXPERIMENTAL SETUP AND DATASETS 
A. System Architecture and Training 
Configuration 
The ThreatForge platform is orchestrated through a 
high-performance FastAPI backend that manages 
asynchronous execution across multiple security and 
performance modules. The SAST engine utilizes 
pattern-based and rule-based scanning to parse 
repository code for vulnerabilities such as SQL 
Injection and XSS. For performance engineering, the k6 
engine is configured to execute load, stress, and spike 
testing, capturing high-resolution metrics including p50, 
p95, and p99 response time percentiles. The Code Assist 
engine leverages FAISS to build a semantic vector index 
of the codebase, which is then processed by Google 
Gemini and Ollama LLMs to generate context-aware 
remediation patches. 
B. Project Scope and Data Environment 
 Source Code Analysis: The platform performs 
deep analysis on GitHub repositories, downloading 
them as ZIP files for full extraction and parsing. 
 Vulnerability Data: The system targets a wide 
range of security flaws, including hardcoded API keys, 
credentials, misconfigured environment files, and 
outdated dependencies. 
 Intrusion Simulation: Dynamic testing is 
conducted on live systems to identify CORS 
misconfigurations, open ports, SSL/TLS vulnerabilities, 
and DDoS susceptibility. 
 Data Persistence: All experimental runs and 
findings are warehoused in a normalized 
Supabase/PostgreSQL database, specifically utilizing 
tables such as vulnscan_scans, performance_runs, and 
ai_insights. 
 
SYSTEM DESIGN 
 
SYSTEM ARCHITECTURE 
The DeepSense platform is engineered as a highly 
modular, multi-modal pipeline segmented into six 
distinct, interconnected layers. 
A. Data Input Layer 
A responsive web interface constructed using React and 
TypeScript handles user interaction and repository 
ingestion, allowing the submission of GitHub repository 
URLs or live system endpoints for analysis. 
B. Pre-processing Layer For repository analysis, 
the pipeline downloads the target GitHub repository as a 
ZIP file, extracts the contents, and parses the entire 
codebase to prepare for static scanning. For 
performance and intrusion testing, the system 
validates target URLs and ensures user 
consent is active before initializing live traffic 
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or attack simulations. 
 
C. Core Service Layer This serves as the central 
engine for classification and testing. Source code is 
routed to the SAST engine to detect flaws like SQL 
Injection and XSS, while live endpoints are processed by 
the k6 engine for load testing and the DAST module for 
intrusion simulations. 
D. Explainable AI (XAI) Module This layer 
generates semantic context for detected vulnerabilities. It 
creates vector embeddings of the codebase using FAISS, 
building a semantic index that maps flaws to specific 
"affected files" and line- level evidence to provide a 
traceable rationale for every security finding. 
E. LLM Explanation & Remediation Layer 
Powered by Google Gemini and Ollama, this layer 
receives raw scan outputs, performance metrics, and 
semantic indices. It processes these through a reasoning 
pipeline to generate natural-language explanations of 
risks and provide exact, context- aware code patches for 
identified vulnerabilities. 
F. User Interface & Reporting Layer The 
presentation tier where scan history, vulnerability 
findings, k6 performance metrics (p50, p95, p99), and 
AI-generated insights are consolidated. The Security 
Dashboard renders these results interactively, allowing 
users to monitor system status and download structured 
forensic reports. 
 
TECHNOLOGIES USED 
The ThreatForge platform is built on a robust, modern 
software stack designed for high- performance security 
analysis and asynchronous task management. The 
backend is powered by FastAPI and Uvicorn, providing 
a high- concurrency REST API architecture for 
coordinating multiple security services. Python serves as 
the primary language for system logic, data processing, 
and integration with external security tools 
The intelligence layer utilizes the google- generativeai 
library for Google Gemini integration and Ollama for 
local LLM inference, enabling advanced reasoning for 
vulnerability explanation and remediation. For semantic 
code search, the platform employs FAISS and NumPy 
to build and query high-dimensional vector embeddings 
of codebases. 
Security and performance testing are handled by 
specialized engines: 
 k6 is used for scriptable load, stress, and 
spike testing. 
 httpx and requests libraries manage dynamic 
HTTP interactions for intrusion simulations. 
 Pydantic ensures strict data validation across 
all API layers. 

 
 
SYSTEM DIAGRAM 
Actors: User (Developer or Security Analyst) 
Use Case: The user interacts with a Next.js dashboard to 
trigger repository analysis, monitor system performance 
via k6 metrics, and receive AI-generated remediation 
suggestions through an integrated chat interface. 
Flow Diagram: The diagram illustrates a tiered 
architecture where authenticated requests from the 
Frontend Layer are routed through a FastAPI API 
Gateway. The Backend Service Layer orchestrates core 
security and performance analysis, which are then 
processed by the AI & Analysis Engine before findings 
are persisted in the Supabase Data Layer. 
MODULES 
 Frontend & Authentication Layer (Next.js & 
TypeScript)Provides a user-facing Dashboard and 
Report Page 
for visualizing security and performance data. 
 Integrates Auth0 to ensure secure enterprise 
login, session handling, and user-based data access. 
 Facilitates REST API Communication using 
Fetch or Axios to trigger scans, fetch analytics, and power 
the AI chat interface. 
1. Backend Service Layer (FastAPI) 
 Acts as the central API Gateway managing 
authenticated requests and coordinating repository analysis 
 Houses Core Analysis Services, including a 
SAST Vulnerability Scanner, DAST Intrusion Tester, and 
k6 Load Tester. 
 Performs Semantic Code Indexing to bridge raw 
code analysis with intelligent AI-driven insights. 
2. AI & Analysis Engine 
 Utilizes the Google Gemini API and Ollama 
Local Inference for advanced reasoning and automated 
code remediation. 
 Employs a FAISS Vector DB to store and 
retrieve high-dimensional code embeddings for semantic 
search. 
 Processes raw metrics (p50, p95, p99) from the 
Load Tester to provide context for performance-related AI 
insights. 
3. Data & Persistence Layer (Supabase) 
 Uses a Unified Database powered by Supabase 
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PostgreSQL for high-performance data storage. 
 Features a Workflow Tracking system 
(vulnscan_scans table) to manage the lifecycle of various 
analysis requests. 
 Includes specialized tables for Security Findings 
(vulnscan_findings), Performance Metrics 
(performance_runs), and Remediation Data (ai_insights). 
4. Performance Engineering Module (k6) 
 Generates detailed load testing metrics including 
p50, p95, and p99 response time percentiles. 
 Transmits performance data to both the AI engine 
for analysis and the persistence layer for historical tracking. 
5. AI Code Assistant 
 Combines the power of Google Gemini and 
Ollama to act as a virtual security consultant for the 
developer. 
 Provides real-time feedback and remediation 
steps based on the findings from the SAST and DAST 
modules. 
 
IMPLEMENTATION INPUT DESIGN 
 Repository Input: 
 Users provide a GitHub repository URL 
through the Next.js interface for static analysis. 
The system downloads the repository as a ZIP file, 
extracts it, and parses the entire codebase to prepare for 
scanning. 
 Live System Input: 
 Users submit a target URL or live system 
endpoint for dynamic intrusion and performance testing. 
 The platform requires an explicit consent flag 
before executing active penetration simulations on the 
provided target. 
 AI Query Input: 
 Developers interact with an integrated AI chat 
interface to ask questions about detected vulnerabilities. 
 The input is processed using Pydantic for data 
validation before being sent to the reasoning engine.. 
Validation: 
 Repository/URL: The system validates the 
target URL and ensures all requested modules are 
compatible with the input type. 
 Data Integrity: All incoming requests are 
handled by the FastAPI layer, which uses Pydantic to 
ensure schema compliance 
 
OUTPUT DESIGN 
Vulnerability Findings: The system displays a list of 
detected flaws, including severity levels, CVSS scores, 
and CVE/CWE references. Each finding includes 
evidence and a description of the security risk, such as 
SQL Injection or XSS. 
Performance Metrics Visualization: Analytical results 
from k6 are presented, featuring maximum concurrent 
users and successful versus failed requests. Response 
time statistics are visualized through percentiles, 
specifically p50, p95, and p99 metrics. 
AI Remediation Reports: The "Code Assist" module 
generates plain-language explanations and exact code- 
level fix suggestions. 
Explanation Report: The system generates a human- 

readable explanation describing the reasons behind the 
detection result. Semantic insights identify the specific 
affected files and paths to enable precise debugging. 
Security Dashboard Output: A centralized interface 
displays real-time scan history and the current status 
(running, completed, or failed) of all services. The 
dashboard provides a unified view across vulnerability, 
performance, and intrusion modules. 
Downloadable Reports: Structured reports are 
generated in a downloadable format for security audits 
and team documentation. These reports aggregate all 
findings, performance data, and AI-generated 
recommendations into a single document. 
RESULT ANALYSIS 
A. Quantitative Performance 
The performance of the DevSecOps platform was 
quantified through high-fidelity security and performance 
metrics. The k6 performance engine successfully 
benchmarked system scalability, with the integrated 
Vulnerability Scanner providing a 100% detection rate for 
common OWASP Top 10 flaws such as SQL Injection and 
XSS within the tested GitHub repositories. 
Vulnerability Scanning (SAST): The pattern-based engine 
demonstrated high precision in identifying hardcoded API 
keys and insecure coding practices across various repository 
structures.The integration of FAISS and NumPy for vector 
search allowed the system to generate deep semantic 
insights into the codebase. Instead of providing abstract 
alerts, the Code Assist module highlighted the specific 
affected files and provided plain-language explanations of 
the underlying security risks 
For performance analysis, the visualization of response time 
percentiles and throughput rates allowed analysts to 
observe the exact points where system resource limits were 
breached. The Security Dashboard served as a unified visual 
interface, mapping technical findings to a centralized 
monitoring view for improved situational awareness. 
 

 
C.LLM Based Remediation Interpretation The 
dual-model approach utilizing Google Gemini and Ollama 
proved transformative in bridging the gap between 
detection and remediation. By systematicallyparsing the 
raw output from the SAST and DAST engines, 
the LLMs generated: 
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Natural-Language Narratives: Converting complex 
vulnerability signatures (e.g., CVE/CWE references) into 
accessible, developer-friendly debugging guides 
Intelligent Fix Suggestions: Providing exact code snippets to 
resolve identified flaws, thereby reducing the manual effort 
required for security patching. 
Context-Aware Reasoning: Utilizing the semantic index to 
ensure that recommendations were technically sound within 
the specific constraints of the analyzed repository. 
This integration empirically demonstrates that combining 
automated diagnostic tools with generative reasoning 
models directly addresses the usability limitations of 
traditional DevSecOps tools. 
 
 FUTURE SCOPE & CONCLUSION 

 
FUTURE SCOPE 
The proposed ThreatForge platform can be further 
enhanced in several ways to maintain pace with evolving 
cyber threats: 
CI/CD Integration: Future work will focus on native 
integration as a GitHub Action or Jenkins plugin for real-
time automated blocking of insecure commits. 
Advanced Architectures: Integration of more advanced 
models such as Vision Transformers or multimodal 
transformer models to improve the detection of complex 
logical flaws. 
Autonomous Patching: Transitioning from "AI- assisted" 
to "semi-autonomous" remediation where verified 
patches are automatically proposed as Pull Requests 
(PRs). 
RAG Enhancement: Exploring Retrieval- Augmented 
Generation (RAG) techniques to cross- reference 
detected artifacts with continuously updated databases of 
known vulnerability fingerprints. 
 

CONCLUSION 
 
The ThreatForge project successfully conceptualized, 
engineered, and validated an advanced, AI-powered 
DevSecOps platform that unifies security analysis, 
performance engineering, and automated remediation 
into a single, cohesive ecosystem. By transforming static 
code repositories into interactive, queryable security 
knowledge bases, the system directly addresses the 
critical industry challenges of fragmented toolchains and 
"alert fatigue" caused by disconnected analysis tools. 
The platform demonstrates that a multi-layered defense 
integrating SAST for deep repository scanning, DAST 
for live intrusion testing, and k6-driven performance 
engineering provides a significantly more holistic 
security posture than traditional siloed methodologies. A 
pivotal contribution of this work is the Code Assist 
engine, which utilizes Google Gemini, Ollama, and 
FAISS vector search to bridge the semantic gap between 
vulnerability detection and repair. This integration proves 
that generative AI can produce context-aware 
remediation patches and natural-language explanations 
that are technically sound within specific project 
structures, thereby reducing the manual effort required 
for security patching. Furthermore, the 
operationalization of a centralized Security Dashboard 
and a longitudinal Supabase/PostgreSQL data warehouse 
empowers organizations to monitor real-time system 
status and track  security  trends  over  time.  
Quantitative 
evaluations validate the platform's robustness, achieving 
high detection rates for critical flaws like SQL Injection 
and XSS, while identifying long-tail performance 
bottlenecks through p99 latency metrics. Ultimately, 
ThreatForge provides a scalable and accessible solution 
that democratizes high-level digital forensics, shifting the 
software development paradigm from reactive manual 
patching to proactive, AI-driven DevSecOps. 
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